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Newspaper Headlines on Internet Dangers  

As child porn activity grows, efforts to 
trap offenders do too  



Youth Internet Safety Surveys (YISS) 
 

YISS1  2000:  (Interviews conducted 10/99-2/00) 

YISS2  2005:  (Interviews conducted 3/05-6/05) 

YISS3  2010:  (Interviews conducted 8/10-1/11) 
 

üTelephone surveys of national samples of about 1,500  youth Internet 
users ages 10 through 17 

üShort parent interviews & 30 minute youth interviews, with parental 
consent 

üYouth participants received $10 checks and information about Internet 
safety 

üCare taken to preserve youth privacy and confidentiality during both 
surveys 
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Who We Interviewed 
Characteristic  YISS-1 (n=1501) YISS-2 (n=1500) YISS-3 (n=1560) 

Gender (male) 53% 49% 50% 

Age *       

10 to 12 years old 23% 23% 21% 

  13 to 15 years old 48% 43% 45% 

  16 to 17 years old 29% 34% 34% 

Race ***       

   White  73% 71% 67% 

   Black 10% 11% 13% 

   Hispanic or 

Latino 

7% 9% 10% 
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Internet Use Patterns 
Characteristic  YISS-1 

(n=1501) 
YISS-2 
(n=1500) 

YISS-3 
(n=1560) 

Frequency (5-7 

days/week)*** 

31% 49% 65% 

Intensity (2+ 

hours/day)***  

13% 23% 31% 

Location       

Home ***  74% 91% 97% 

&ÒÉÅÎÄȭÓ ÈÏÍÅ 69% 69% 70% 

School *** 73% 90%  89% 

Cell phone - - 47% 
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How Online Victimization Has 
Changed in the Past 10 Years 
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Sexual Solicitations 

DEFINITION:  

Online requests  

·To engage in sexual activities or sexual talk, or  

·Give personal sexual information  

That were 

·Unwanted, or  

·Made by a person 5 or more years older  (whether wanted or not) 
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Unwanted Sexual Solicitations 
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Aggressive  & Distressing 
Solicitations 

 

 

·Aggressive:  Offline contact with the solicitor through mail, by 
telephone or in person ς or attempts or requests for offline contact 

 

·Distressing: Youth rated self as very or extremely upset or afraid as a 
result of the incident 
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Trends in Aggressive  & Distressing 
Solicitations 



Some Characteristics of Solicitation 
Incidents Did not Change 2000-2010  

×Gender of solicitor (YISS3) 

  -Male         72% 

  -Female     16% 

  -Not sure   12% 

×Age of solicitor (YISS3) 

  -Younger than 18 years   43% 

  -18 to 25 years                  24% 

  -Older than 25 years        7% 

  -Not sure                           27% 



Sexual Solicitations: Youth Relation to 
Solicitor 
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Growth of Social Networking Sites 
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Ȱ&ÒÏÍ 2005 until early 2008, Myspace was the most visited 
social networking site in the world, and in June 2006 
surpassed Google as the most visited website in the United 
3ÔÁÔÅÓȢȱ   
 
Ȱ)Î April 2008, Myspace was overtaken by Facebook in the 
number of unique worldwide visitors, and was surpassed 
in the number of unique U.S. visitors in May 2009Ȣȱ 
 

(from Wikipedia.com)  



Sexual Solicitation: Incident Disclosed 
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Online Harassment 

DEFINITION 

1. In the past year, ever felt worried or threatened because 
someone was bothering or harassing you 

2. In the past year, someone used the Internet to threaten 
or embarrass you by posting or sending messages for 
other people to see 

 

Distressing harassment:  Youth rated self as very or 
extremely upset or afraid as a result of the incident 

Repeated  harassment:  Harassing behaviors happened more 
than one time (by same perpetrators) 
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Online Harassment Victimization 
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Distressing and Repeated Online 
Harassment Trends 
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Online Harassment:  Youth Relation to 
Solicitor 
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Online Harassment:  Victim Gender 
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Online Harassment: Gender of Harasser 
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Harassment Incident was 
Disclosed to Someone 
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Online Harassment:  How the Situation 
Ended 
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Unwanted Exposure to Pornography 

DEFINITION  

Without seeking or expecting sexual material: 

·Being exposed to pictures of naked people or people having 
sex when doing online searches, surfing the web, opening e-
mail, Instant Messages, or links 

 

Distressing exposure ς youth rated self very or extremely 
upset as a result of the incident 
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Unwanted Exposure to Pornography 
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Distressing Exposures 
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·5 screener questions: 
·Has anyone ever sent you nude or nearly nude pictures or 

videos of kids who were under the age of 18 that someone 
else took? 

·Have you ever forwarded or posted any nude or nearly nude 
pictures or videos of other kids who were under the age of 
18 that someone else took? 

·Have you ever taken nude or nearly nude pictures or videos 
of yourself? 

·Has someone else ever taken nude or nearly nude pictures 
or videos of you? 

·Have you ever taken nude or nearly nude pictures or videos 
of other kids who were under the age of 18? 

Sexting (YISS 3 only) 



Types of Sexting Involvement 

Respondent appeared 

in or created image  

(2.5%) 

Respondent received 

image  

(7.1%) 

 

Respondent 

created image 

of self  

(1.8%) 

 

 

Someone else 

created image 

of respondent  

(0.3%) 

 

Respondent 

created image 

of someone else 

(0.4%) 

Sexually explicit 
Sexually explicit 

Yes 

(1.3%) 
No  

(1.2%) 
Yes 

(5.9%) 

No 

(1.2%) 



Summary 
·Internet does not appear to be increasingly dangerous 

for kidsɂin many ways, appears to be getting safer.   

·Effective public awareness?  

·Changes in how youth use the Internet?   

·Online harassment rates may start to decline in the 
same way as more attention focuses on that.  

·Results on sexting are reassuring ɀ only low percentage 
of youth are appearing in or creating sexual images 
that could be considered child pornography. 
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Study Overview 

NIJ Research Projectɂ Ȱ%ÖÁÌÕÁÔÉÏÎ ÏÆ )ÎÔÅÒÎÅÔ 3ÁÆÅÔÙ 
Materials Used by ICAC Task Forces in School and 
Community Settingsȱ 

·How are ICAC Task Forces involved in internet safety 
education? 

·What are some mistakes being made in Internet safety 
education? 

·What prevention strategies work best? 

 



ICAC Task Force Prevention Survey 

·Goal: Review the content, scope, delivery and reach 
of Internet safety education conducted by ICAC 
Task Force commanders 

·Surveys completed by 43 Task Forces (70%) 

 

 



ICAC Task Force Education Survey 
·ICAC Task Forces responding to large numbers of 

requests for Internet Safety education: 

·30% responding to <50 requests per year 

·50% responding to 50 to 200 

·20% responding to 200 to 1000+ 

·63% of Task Forces report that no requests are turned 
down or wait-listed 

·Only 8% say they have to wait-list 5 or more percent of 
requests.   
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ICAC Task Force Education Survey-
Audiences 

·On average, about 70% of ICAC Task Force 
presentations are done for school groups  

·Mixed size and audience type: 

·30% small groups of youth (<30) 

·31% youth assemblies (30>) 

·22% parents 

·16% teachers 
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ICAC Task Force Education Survey-
Audiences 
·Diverse racial and ethnic groups of youth receiving 

Task Force Internet Safety education: 

·50% of Task Forces presenting to mostly White youth 
audiences 

·50% of Task Forces presenting mostly to audiences with 
high racial diversity (Black, Latino, American Indian, 
Asian, Multi -ethnic)  
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ICAC Task Force Education Survey-
Materials 

5/7/2010 35 

·Almost all Task Forces use Netsmartz materials; 1/3 of 
Task Forces use Netsmartz for 50% or more of their 
presentation material 

·Few Task Forces use IKeepSafe, ISAFE, or 
WebWiseKids ɀ5-10 Task Forces reported using these 
materials for about 5-25% of their presentations 

·75% of Task Forces create their own material for at 
least some of their presentation 

·Almost half of ICAC Task Forces use their own 
material 50% of the time or more 



Youth Receive Law Enforcement 
Internet Safety Prevention  

 

Internet safety prevention  

YISS 3  

% (n) 

Received any information on 

Internet safety at school 

58 (902) 

Attended a presentation by 

law enforcement about 

Internet safety 

47 (727) 
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Ȱ7ÈÁÔ ÄÕÍÂÆÏÕÎÄÓ ÍÅ ÉÓ  ×Å ÃÁÎ ÔÁÌË ÔÏ 
an entire high school on the first day of 
school about sexting and sex crimes, 
and we still have kids do it even though 
they know it is something they 
ÓÈÏÕÌÄÎȭÔ ÄÏȢȱ 

--1ÕÏÔÅ ÂÙ ÌÁ× ÅÎÆÏÒÃÅÍÅÎÔ ÏÆÆÉÃÅÒ ÉÎ ÁÒÔÉÃÌÅ Ȱ3ÅØÔÉÎÇ 'ÅÔÓ 
!ÔÔÅÎÔÉÏÎ ÁÓ 7ÏÒÒÉÓÏÍÅ 4ÒÅÎÄȠȱ -ÁÙ ΫΪȟ άΪΫΪȟ The Orange 
County Register,  Santa Ana, CA. 



PREVENTION 

http://www.isafe.org/


ONLINE SAFETY AND TECHNOLOGY 
WORKING GROUP REPORT (June 4, 2010) 

Addendum A of 
the Internet 
Safety Education 
Subcommittee  
provides a 16 page 
list of 105 Internet 
Safety Education 
Links 



We Can Learn from 
 Other Areas of Prevention 

·Areas of  youth education/prevention with substantial 
research: 

·Drug and alcohol abuse 

·Smoking 

·Teen pregnancy 

·HIV protection  

·Aggression and violence 

·Mental health problems 

·Research on effective public awareness campaigns 



Development of the KEEP Matrix 
(Known Elements of Effective 
Prevention) 

·Good research has documented successful 
prevention efforts in other youth problem 
behaviors  

·Summarize effective components of prevention 
education with a complete and structured literature 
search 

·Development of KEEP Matrix so that we can 
identify what works  

 





{ŀȅ bƻ ǘƻ άWǳǎǘ {ŀȅ bƻέ 

·A lot to learn from drug abuse prevention efforts in 
1970s/1980s 

·Early drug abuse prevention was one-shot education 
programs with dramatic stories of consequences of 
drug use 

·DARE was an improvement but ultimately non-
effective 

·Widespread national roll-out of DARE difficult to 
reverse 

 

 



Problematic Strategies 
1. Scare tactics 
· Focus on terrifying but rare dangers 

· Using inflated rates or misleading statistics 

2. Lectures using: 
· Stereotypes 

· Information kids already know, obvious slogans 

· Unrealistic advice or scenarios 

· Gimmicks 

3. Not providing enough information about what kids 
can do to make things better or get help 
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Scare Tactics 
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Scare Tactics Make Intuitive Sense 

·(ÏÒÒÏÒ ÓÔÏÒÉÅÓ ÈÏÌÄ ËÉÄÓȭ ÁÔÔÅÎÔÉÏÎ ÄÕÒÉÎÇ ÔÈÅ 
presentation and will be more memorable 

·Worst-case scenarios will scare kids and impress on 
them the seriousness of the danger.   

· Worry that kids today are numb, not scared of 
ÁÎÙÔÈÉÎÇȢ  .ÅÅÄ ÓÃÁÒÙ ÓÔÏÒÉÅÓ ÔÏ ȰÇÅÔ ÔÈÒÏÕÇÈȱ ÔÏ ÔÈÅÍȢ 

·It is what school principals and parents want. 
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The Problem with Scare Tactics 

·4ÈÅÙ ÄÏÎȭÔ ×ÏÒËȢ  4ÈÅÙ ÄÏÎȭÔ ÃÈÁÎÇÅ ÙÏÕÔÈ ÂÅÈÁÖÉÏÒȢ 

·Why? 

·4ÈÅÙ ÄÏÎȭÔ ÍÁÔÃÈ ÙÏÕÔÈ ÄÁÙ-to-day experiences, so 
ÉÎÆÏÒÍÁÔÉÏÎ ÉÓ ÄÉÓÒÅÇÁÒÄÅÄ ÁÓȡ Ȱ.ÏÔ ÁÐÐÌÉÃÁÂÌÅ ÔÏ ÍÅȱ 

·They may have the sense that grown-ups are 
exaggerating things, that they are being lectured 

·Could have a boomerang effect and actually cause more 
problems 
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Concern About Unintended Negative Effects: 
ABA Cyberbullying Video Example 
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Inflated or Misleading Statistics 
Also Problematic 
E.g: 

·Ȱ.ÁÔÉÏÎÁÌÌÙȟ ÏÎÅ ÉÎ ÆÉÖÅ ÃÈÉÌÄÒÅÎ ÈÁÓ ÂÅÅÎ ÓÏÌÉÃÉÔÅÄ 
ÏÎÌÉÎÅ ÂÙ Á ÓÅØÕÁÌ ÐÒÅÄÁÔÏÒȢȱ 

·From 12/20/09 Today Show article on Sexting:  

ȣȢ Á ÐÏÌÌ ÒÅÃÅÎÔÌÙ ÓÈÏ×ÅÄ ÓÏÍÅ άΪ ÐÅÒÃÅÎÔ ÏÆ ÔÅÅÎÓ 
ÁÄÍÉÔÔÉÎÇ ÔÈÅÙȭÖÅ ÓÅÎÔ ÎÕÄÅ ÐÉÃÔÕÒÅÓ ÏÆ ÔÈÅÍÓÅÌÖÅÓ 
over cell phones.. 
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Why Inflated Statistics are 
Problematic 
·Meant to impress on youth and parents how dangerous 

things are 

·But: 

·9ÏÕÔÈ ×ÉÌÌ ËÎÏ× ÔÈÅÓÅ ÄÏÎȭÔ ÓÏÕÎÄ ÒÉÇÈÔ ÁÎÄ ×ÉÌÌ 
disregard messages 

·Widely varying rates may give the impression that 
ÐÒÏÆÅÓÓÉÏÎÁÌÓ ÄÏÎȭÔ ËÎÏ× ×ÈÁÔ ÔÈÅÙ ÁÒÅ ÔÁÌËÉÎÇ ÁÂÏÕÔ 

·'ÉÖÉÎÇ ÍÉÓÌÅÁÄÉÎÇ ÉÎÆÏÒÍÁÔÉÏÎ ÉÓÎȭÔ ÆÁÉÒ 
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Failure to Reflect Adolescent 
Development and Culture 
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