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Newspaper Headlines on Internet Danger
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Youth Internet Safety Surveys (YISS)

YISS1 2000(Interviews conducted 10/92/00)
YISS2 2005(Interviews conducted 3/06/05)
YISS3 2010(Interviews conducted 8/10/11)

Telephonesurveys of national samples of about 1,500 youth Internet
users ages 10 through 17

Short parent interviews & 30 minute youth interviews, with parental
consent

Youth participants received $10 checks and information about Internet
safety

Care taken to preserve youth privacy and confidentiality during both
surveys



Gender(male)
Age *

10to 12 years old

13to 15 years old
16to 17 years old

Race ***
White
Black

Hispanic or
Latino

Who Welnterviewed

53%

23%

48%
29%

73%
10%
7%

49%

23%

43%
34%

71%
11%
9%

50%

21%

45%
34%

67%
13%
10%




Internet UsePatterns

Characteristic |YISS1 YISS2 YISS3
(n=1501) (n=1500) (n=1560)

Frequency (57 31% 49% 65%
days/week)***
Intensity (2+ 13% 23% 31%
hours/day)***
Location
Home *** 4% 91% 97%
&OEAT A¢ 69% 69% 70%
School *** 73% 90% 89%

Cell phone - - 47%



50% -

40% -

30% -

20% -

10% -

0% -

How Online Victimization Has

Changedn the PastlO Years

m YISS-1 (2000)
m YISS-2 (2005) 34%
 YISS-3 (2010)

19%

13%
09% 11%

Sexual Solicitation Harassment Unwanted Exposure
to Pornography
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SexualSolicitations

DEFINITION:
Onlinerequests
To engage In sexual activities or sexual talk, or
Give personal sexual information
That were
Unwanted, or
Made by a person 5 or more years older (whether wanted or not)



UnwantedSexualSolicitations

50% -

40% -

30% -

19% s -
20% - 3%
9%

13%
- \ - \
. .

2000 2005 2010




Aggressive& Distressing
Solicitations

Aggressive Offlinecontact with the solicitor through mail, by
telephone or in persoig or attempts or requests for offlineontact

DistressingYouth rated self as very or extremely upset or afraid as a
result of the incident




~—— Trends In Aggressive & Distressing

Solicitations
Aggressive Solicitations Distressing Solicitations
2 20%

Lot 15%

oo 10%

504

5% | 3w -4% 3% 5% = a2
0 0% -—

m 2000 m 2005 = 2010 = 2000 m 2005 m 2010

10



- Some Characteristics of Solicitation
Incidents Did not Change 202010

Gender of solicitor (YISS3)
-Male 12%
-Female 16%
-Not sure 12%

Age of solicitor (YISS3)
-Younger than 18 years 43%
-18 to 25 years 24%
-Older than 25 years 7%
-Not sure 217%
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Sexual Solicitations: Youlelation to
Solicitor

100

80

60

40

20

0

97

3

YISS 1 (2000) YISS 2 (2005) YISS 3 (2010)

m Met solicitor online m Knew solicitor in person before incident
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Growth of Social Networking Sites

O & O 20D5 until early 2008,Myspacewas the most visited
social networking site in the world, and in June 2006
surpassed Google as the most visited website in the United
30A0AO806

O ) April 2008, Myspacewas overtaken by Facebook in the
number of unique worldwide visitors, and was surpassed
in the number of unique U.S. visitors in May 20098 6

(from Wikipedia.com)

13
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Sexual Solicitation: Incident Disclose

100%

80%

60% 55%
43%

0
40% 22

- .
0%

YISS 1 (2000) YISS 2 (2005) YISS 3 (2010)
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Online Harassment

DEFINITION

In the past year, ever felt worried or threatened because
someone was bothering or harassing you

In the past year, someone used the Internet to threaten
or embarrass you by posting or sending messages for
other people to see

Distressindharassment: Youthated self as very or

extremely upset or afraid as a result of timeident

Repeatedharassment. Harassing behaviors happened more
than one time (by same perpetrators)

15



Online Harassment Victimization

20% -
18% -
16% -
14% -
12% -
10% -
8% -
6% -
4% -
2% -

+50%

6%

0% -

-

YISS 1 (2000)

9%

+22%

/

11%

YISS 2 (2005)

YISS 3 (2010)

16



/ Distressing and Repeated Online
Harassment Trends

20%

15%

10%

5%

0%

Repeated Harassment

T

m 2000 m 2005 = 2010

Distressing Harassment

20%

15%

10%

5%

0%

0
.

I

m 2000 m 2005 = 2010
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Online Harassment: Youth Relation to
Solicitor

100
90
80
70
60
50
40
30
20

10
0

m Met online

m Friend/acquaintance
from school

m Other offline
acquaintance

YISS 1 (2000) YISS 2 (2005) YISS 3 (2010)
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Online Harassment: Victim Gender

YISS 1 (2000)

YISS 2 (2005)

m Male ®m Female

YISS 3 (2010)



~ OnlineHarassment: Gender of Harasse

100
90
80
70
60
50
40
30
20

10
0

YISS 1 (2000) YISS 2 (2005) YISS 3 (2010)

m Male mFemale m Don't know



Harassment Incident was

Disclosed to Someone

100%

80%

60%

40%

20%

0%

735%

m 2000 m 2005 = 2010

21



Online Harassment: How the Situation
Ended

60
50
40
30
20

10

0

Removed self from Told harasser to Stopped without Other
situation stop youth doing
anything

H YISS 1 (2000) ®YISS 2 (2005) = YISS 3 (2010)



UnwantedExposurdo Pornography

DEFINITION
Without seeking or expecting sexuakterial:

Being exposed to pictures of naked people or people having
sexwhendoing online searches, surfing the web, opening e
mail, Instant Messages, or links

Distressing exposureyouth rated self very or extremely
upset as a result of the incident

23



UnwantedExposure tdPornography

40% -
35% -
30% -
25% -
20% -
15% -
10% -
5% -

0% -

24%

+42%

=,

34%

-32%

=

23%

24



Distressind=xposures

20%

15%

10% 9%

5%

0%

m 2000 m 2005 = 2010

25
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Sexting (YISS 3 only)

5 screener questions:

. Has anyone eversent you nude or nearly nude pictures or
videos of kids who were under the age of 18 tha#omeone
else took?

. Have you everforwarded or postedany nude or nearly nude
pictures or videos of other kids who were under the age of
18 thatsomeone else took

. Have you evertaken nude or nearly nude pictures or videos
of yourself?

- Hassomeone elseever taken nude or nearly nude pictures
or videosof you?

. Have you evertaken nude or nearly nude pictures or videos
of other kids who were under the age of 18?




Types of Sextinpvolvement

Respondent received
image
(7.1%)

Respondent appeared
in or created image
(2.5%)

Respondent Someone else Respondent
created image created image created image
of self of respondent of someone else
(1.8%) (0.3%) (0.4%)

[ Sexually explicit } Sexually eXpllClt

. /\

Yes No Yes
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Summary

Internet does not appear to be increasinglydangerous
for kids? In many ways, appears to be getting safer.

. Effective public awareness?
- Changes in how youth use the Internet?

Online harassmentrates may startto decline in the
same way asnore attention focuses on that.

Results on sexting are reassuring only low percentage
of youth are appearing in or creating sexual images
that could be considered child pornography.

5/7/2010 28
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Study Overview

NIJ Research Projeat O%OAT OAOCET T T & )
Materials Used by ICAC Task Forces in School and
Community Settingso
How are ICAC Task Forces involved In internet safety
education?
What are some mistakesbeing made in Internet safety
education?

What prevention strategies work best?




|CAC Task Force Prevention Sunr\

Goal: Review the content, scope, delivery and reach
of Internet safety education conducted by ICAC
Task Force commanders

Surveys completed by 43 Task Forces (70%)
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ICAC Task Force Education Surve

ICAC Task Forces responding to large numbers of
requests for Internet Safety education:

- 30% responding to <50 requests per year
- 50% responding to 50 to 200
- 20% responding to 200 to 1000+

63% of Task Forces report thaho requests are turned
down or wait-listed

Only 8% say they have to waitlist 5 or more percent of
requests.

5/7/2010 32



ICAC Task Force Education Survey

Audiences

On average, about 70% of ICAC Task Force
presentations are done for school groups

Mixed size and audience type:
. 30% small groups of youth (<30)
- 31% youth assemblies (30>)
- 22% parents
. 16% teachers

5/7/2010 33
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ICAC Task Force Education Surve!
Audiences

Diverse racial and ethnic groups of youth receiving
Task Force Internet Safety education:

- 50% of Task Forces presenting to mostly White youth
audiences

- 50% of Task Forces presenting mostly to audiences with
high racial diversity (Black, Latino, American Indian,
Asian, Multi -ethnic)

5/7/2010 34



ICAC Task Force Education Surve
Materials

Almost all Task Forces uséNetsmartz materials; 1/3 of
Task Forces usdNetsmartz for 50% or more of their
presentation material

Few Task Forces us&KeepSafe ISAFE, or
WebWiseKids z5-10 Task Forces reported using these
materials for about 5-25% of their presentations

75% of Task Forces create their own material for at
least some of their presentation

Almost half of ICAC Task Forces use their own
material 50% of the time or more

5/7/2010 35



" Youth Receive Law Enforcement
Internet Safety Prevention

YISS 3
Internet safety prevention % (n)

Receivediny information on 58 (902)
Internet safety at school
Attendeda presentation by 47 (127)

law enforcement about
Internet safety

5/7/2010 36
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an entire high school on the first day of
school about sexting and sex crimes,
and we still have kids do it even though

they know It IS somethlng they
OEI Ol AT 60O Al 86
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County Register, Santa Ana, CA.



ConnectSafely

Smart Socializing Starts Here™



http://www.isafe.org/

 ONLINE SAFETY AND TECHNOLOGY
WORKING GROUP REPORT (June 4. 201

Cyberbully411.0rg Gyl ly411 is an effort to provid Nonprofit
for youth who have questions about or have
been targeted by online harassment.The
website was created by Internet Solutions for
IKeep5afe Internet Safety Coalition with resources for Nonprofit E:ﬂ;:;y?:::‘z:%ﬁ%g‘fé:gﬁmmw
parents and young kids, including FunZone — — -
games. Be sure to check out the flash tutorials T‘"f criminal justice sf_’_‘:’a“m provide up-
on Social Networking Basies and their the nature,extent, Nonprofit

collection of PSAs. IKeepSafe provides digital Center :‘;ﬁ;:’;:fg::”"“"’“‘"’“”’i"g
Addendum A of S "
. ip onprol

concepts: cybersafety, cyberethics and by the Information Technology Association

o Government
cvbersecurity. of America (ITAA] Foundation and the United
States Department of Justice to establisha

iLlearn Online broad sense of responsibility and community
e I I e r I I e NetAlert Cybersafe Schools | NetAlertis the Australian in order to develop in young peaple smart,
online safety program. Pri ethical and socially conscious behavior.
students can follow a flas

adventure called CyberQ Cybercri Department of Justce site on Cyberethics for
in secondary grades have Kids.Provides model acceptable use policies,

]
adventure called Cybern: info about being a good cybercitizen, rules for
support materials are alsc cyberspace, alesson plan outline and links to

MetBasics.org.NZ Launched in April 2008, tl Cybe :Ihel “:': fthe Direct Marketing Ast’ N fit
. site from New Zealand is rsavvy.org joint effortof the Direct Marketing As'n, onprof
. L"':f:"" s:':; "I":h highly entertaining flash: AARP and OnGuard Online to help new and
rofessor Garhe the travails of the Jones fi seasoned users protect their privacy and safely
negotiate their way arour explore cyberspace.

ies includ llecti -
ﬁ‘:::;; inel::diﬂn:l a; Cybersmart.org Safetyand skills for the 21st Education,

users while they delivera century. Standards-based lesson plansand | Nonprofit

]
Internet Solutions for Kids about the security threat: azﬁukyfr\egtsfgrﬁ—125(::1dzm;mefnf\ns is
(ISK) online. on creative inquiry, fostering collaboration
skills and critical thinking.

NetFamilyNews Aweekly electronic news © . B
and educate parents, fam Cybersmart Detectives From Childnet k_mem.anunal and the Australian  Nonprofit,
L children who spend time I g
accurate and timely infor key internet safety messages and is designed
Safety expert, Anne Collie be played ina school envi Limited
NetSafe,NZ NetSafe provides cybersa t0 United Kingdom schools.A promotional
New Zealanders - childre: video explains the project
~ community organisations CybersmartKids Online ‘Community awareness project developed Nonprofit
o The ISG has been designe by the Australian Communications and
i-Safe, Inc. Education’s ‘agent of choi Media Authority (ACMA) The site contains
education in New Zealan cyber rules, chat rules and mobile rules for
Netsmartz.org Interactive, educational si kids as well as links to safe sites. Australian
= the Mational Center for M schools can also register for access to the
Children® and Boys & Girl online game, Cybersmart Detectives,in
. for children, aged 5-17, pe which players learn about managing bullying
Join the C-Team educators, and law enforc behaviors both offline and online.

life stories”/flash videos
cards for classroom usea
offline activities for young
are also available in Spani

38 Onlne Sty and Tachnolsgy Working Group

Netsmartz Education Instructional and ¢l fals and N
videos in both English and Spanish,coded
for grade-level appropriateness. Train-the-
trainer materials are also available. A drop-
down menu provides direct links to pages
customized for each state, to make it easy to
form educational partnerships.

Netsmartz 411 Internet Safety Help Desk

44 Online Safety and Technology Werking Group



~—  We Can Learn from

Other Areas of Prevention

Areas of youth education/prevention with substantial
research:

- Drug and alcohol abuse

- Smoking

- Teen preghancy

. HIV protection

- Aggression and violence

. Mental health problems

- Research on effective public awareness campaigns



- Development of the P Matri

(Known Elements of Effective
Prevention)

Good research has documented successful
prevention efforts in other youth problem
behaviors

Summarize effective components of prevention
education with a complete and structured literature
search

Development of KEEP Matrix so that we can
identify what works
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A lot to learn from drug abuse prevention efforts in
1970s/1980s

Early drug abuse prevention was oneshot education
programs with dramatic stories of consequences of
drug use

DARE was an improvement but ultimately non-
effective

Widespread national roll-out of DARE difficult to
reverse
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Problematic Strategies

Scare tactics

Focus on terrifying but rare dangers

Using inflated rates or misleading statistics
Lectures using:

Stereotypes

Information kids already know, obvious slogans

Unrealistic advice or scenarios

Gimmicks

Not providing enough information about what kids
can do to make things better or get help

5/7/2010 44
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- Scare Tactics

5/7/2010 45
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Scare Tactics Make Intuitive Sense
(1T OO O OO1T OEAO EI I A EEAOO®G
presentation and will be more memorable

Worst-case scenarios will scare kids and impress on
them the seriousness of the danger.

Worry that kids today are numb, not scared of .
Al UOEEIT C8 . AAA OAAOU OOI ¢

It is what school principals and parents want.

5/7/2010 46
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The Problem with Scare Tactics

4 EAU AT 160 xI OES 4 EAU AT 1

Why?
4 EAU Al 1060 | AddaEexpdrietzésFso A A U
ET £ Ol AOEI 1T EO AEOOACAOAAA

- They may have the sense that growsups are
exaggerating things, that they are being lectured

- Could have a boomerang effect and actually cause more
problems

5/7/2010 a7
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/Co{ce}n About Unintended Negative Effect
ABA Cyberbullying Video Example

5/7/2010 48



“Inflated or Misleading Stat’isﬁ

Also Problematic

E.g

O. AOET T AT Uh TTA EI EEOA !
ITIETA AU A OA@OAlI DOAAAOI
From 12/20/09 Today Show article on Sexting:

88 A Pil]l OAAAlI Ol U OE
AAl EOOETI ¢ OEAUOGOA OA
over cell phones..
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I

-~ (
LO | Oy
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‘Why Inflated Statistics are

Problematic

Meant to impress on youth and parents how dangerous
things are
But:
. 9] OOE xEJl | Ellx OEAOA ALl 6¢C
disregard messages

- Widely varying rates may give the impression that ‘
POl ZFAOOET T Al O AT 160 EIT T x xI

EOET C | EOI AAAET ¢ ET & O0i AO

5/7/2010 50



~ Failure to Reflect Adolescent

Development and Culture

Cyber-bullying robot invades Nova Scotia legislature

5/7/2010 51



