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What iIs SEARCH?

A Non -profit based in Sacramento, CA

A Funded to offer assistance to law enforcement throughout the
country
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What iIs SEARCH?

www.search.org

A Low-cost (or free) law enforcement training around the U.S.
A Introduction to Computer Crime
A Cell Phone Data Recovery
A Advanced Responders: Search and Seizure of Networks
A Social Networking Website Investigations
A Peer-to-Peer
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What iIs SEARCH?

A Free technical assistance to federal, tribal, state and local LE

A Other resources
A SEARCH ISP List
A SEARCH Investigative Toolbar
A Whitepapers
A LE conference speakers
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Who We Are

Lauren Wagner
High - Tech Crime Training Specialist
lauren@search.org
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Who We Are

Tim Lott
High - Tech Crime Training Specialist
tim@search.org
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Definitions, terms and history

A First true cellular phone system was

A AMPS

A Analog
A Advanced Mobile Phone system
A 800 to 900 Mhz
A 30 kHz bands
A First standardized cellular system

A 56 conversations per cell
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A CDMA

A Code Division Multiple Access
A Frequencies i 800 MHz or 1900 MHz

A These are methods of breaking up conversations so that you
can have more then one conversation at a time
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A TDMA
A Time Division Multiple Access
A FDMA

A Frequency Division Multiple Access
A Not used except for analog
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A Terms

A MIN

A Used on non -GSM phones to identify phone to the network
A Mobile Identification Number
A May be the phone number but not always

A ESN

A Used on non GSM phones

A Electronic Serial Number

A Unique 32 -bit number programmed by phone manufacturer
A Replaced by MEID (Mobile Equipment Identification)

A SID

A System Identification Code
AWhooés system you belong to
A Verizon
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A GSM
A Global System for Mobile communications
A Uses TDMA but in a different way
A Defacto standard in Europe
A 900 MHz and 1800 MHz international standard
A 850 MHz and 1900 MHz in US
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A US phones are not compatible with international standard
A Havetouseatri -bandorquad -band phone

A GSM phones use a SIM cards
A Subscriber Identity Module
A Contains certain kinds of information
A Allows for easy moves from one phone to another
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A IMEI - International Mobile Equipment Identification

A Used on GSM phones
A 15 digit number
A www.numberingplans.com/?page=analysis&sub=imeinr

A Number analysis
A *#06# will get the IMEI on a GSM phone

A Ask for a history IMEI when you subpoena information from a
provider
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http://www.numberingplans.com/?page=analysis&sub=imeinr

Definitions, terms and history

A IMSI i International Mobile Subscriber Identity
A GSM Phones
A Stored in the SIM
A Usually 15 digits but can be shorter
A First3 i Country code

A Second 2 (Europe) or 3 (North America) I Network Code
A MwcC

A Last numbers are unique subscriber number (MSIN)
A May not look like a telephone number
A Used by system to identify your telephone number

A Number analysis
A http://www.numberingplans.com/?page=analysis&sub=imsinr
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A iDen

A Integrated Digital Enhanced Network
A Motorola and Sprint

A Normal Cell Phone operations
A Push to talk

A Uses a different frequency
A Only one person can talk at a time I half duplex

A iDen used TDMA as well

A Security issues
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List of U.S. Cellular Service Providers

List of United States wireless communications service
providers

From Wikipedia, the free encyclopedia

This is an incomplete lisf, which may never be able to satisfy cerfain standards for completion.
You can help by expanding if with reliably sourced additions.
List of United States wireless communications service providers (In alphabetical order).
According to the Cellular Telecommunications & Internet Association (CTIA), there are over 180
facilities-based wireless providers in the United States. The five largest (in order of subscribers) are
Verizon Wireless (89 million), AT&T (82.5 million), Sprint Mextel Corporation (48.3 million), T-Maobile
USA (33.420 millien), and TracFaone Wireless (13.201 million).

\Voice Data .
Subscribers
Operator Technology | Technology o = Ownership

{in millions}
7-Eleven Speak Out
Wireless

G3SM, COMA GPRS Unknown 7-Eleven, Inc.
=MWNC using AT&T and
Sprint Nextel
Airlink Mohil
ik obie CDMA Unknown airlink Mobile &
=MWHD using Sprint
0.139 1] &

Alaska Communications COMA CDMAZ000, Se te[rﬁber Alaska Communications
Systems o EV-DO Dnnpm Systems

http://en.wikipedia.org/wiki/List_of United_States wireless_communications
_service_providers
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VA CRISSIES

A Loss of data is the primary concern

A Over writing of data if the phone is left on
A SMS
A Last Received calls

A Remote wiping and remote password protection
A The ability to destroy your own data with a phone call
A Passwords

A Phones that need to be connected to the cell network in order
to access pictures

A Legal authority
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Remote Wipe

Find My iPhone, iPad, and iPod touch

«9
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S, Sidebar - San Jose Sim Card Bomb
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Seizure Issues 1T What Can We D0??

A Turn off the phone

A Locking issues
A PINs
A PUKs for GSM phones

A Faraday Bags
A Arson Cans
A Aluminum Foil
A 3 layers
A Court order to provider to remove the network
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Seizure Issues T What Can We D0??

A Airplane Mode
A Time is critical
A Not all phones have airplane mode

A Sometimes might be hidden in multiple submenus or
named something else (Standalone mode, etc.)

A Some phones can not access airplane mode if it is locked
A Wifi issues still exist!
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VA CRISSIES

A Cell phone signal disruption devices
A Work well but...

A Maybe illegal
A Violation of FCC regulations
A Federal Communications act 1934

A www.dealextreme.com
A SKU 24229
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Federal Communications act of 1934

SEC. 302, [47 U.S.C, 302] DEVICES WHICH INTERFERE WITH RADIO
RECEPTION.

(a) The Commission may, consistent with the public interest, convenience,
and necessity, make reasonable regulations (1) governing the interference potential
of devices which in their operation are capable of emitting radio frequency energy
by radiation, conduction, or other means in sufficient degree to cause harmful
interference to radio communications; and (2) establishing minimum performance

(c) The provisions of this section shall not be applicable to carriers
transporting such devices or home electronic equipment and systems without
trading in them. to devices or home electronic equipment and systems

manufactured solely for export, to the equipment manufacturer. assembly, or
installation of devices or home electronic and systems for its own use by a public

utility engaged in providing electric service, or to devices or home electronic
equipment and systems for use by the Government of the United States or any
agency thereof. Devices and home electronic equipment and systems for use by the
Government of the United States or any agency thereof shall be developed.
procured. or otherwise acquired, including offshore procurement. under United
States Government criteria, standards. or specifications designed to achieve the
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VA CRISSIES

A Agency guidelines and procedures are required to create a
process for removing devices from the network

A Understand the risks of whatever choice you make
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VA CRISSIES

A Take all chargers and cables
A Do not guess the code to a locked phone

A The phone can lock with as little as 3 tries

A Too many attempts will lock the device forever
A Take any phone related software and manuals

A May still need to have a warrant to cover the examination of
the phone

A Talk to your prosecutor or legal counsel
A Laws are changing and case law is changing all the time
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What can be recovered

A Everything you can see one way or another
A Phonebook
A Calendar
A Incoming/Outgoing calls
A Missed calls
A Pictures/Video/Graphic
A Text messages (SMS) and Picture Messages (MMS)
A Call timers
A Voice Recordings
A Possible deleted data
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What can be recovered

A Removable media

A Secure Disk, Mini Secure
Disk, or Micro Secure Disk

A Must be examined with write
blocker or by a forensic
specialist

A May contain deleted items

A Should be viewed using a write
blocker

A http://www.digitalintelligenc
e.com/cart/ComputerForensi
csProducts/UltraBlock -
Forensic - Card - Reader.htm|
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What can be recovered

A SIM cards if they have one may have information on it
A May contain deleted items

ACR38T Plug-in (SIM-Sized) Card
Reader
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Examples

cops ¢ alled bout
negan didnt g ve ur
nfoo and said url]

1-21pm 10/9/05

A How cellular phones effected the Scott Peterson case
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What does the cellular provider have

A Subscriber information
A Call detail records
A Dialed calls
A Received calls
A Forwarding numbers
A Need a subpoena or search warrant to obtain this information
A Information depends on carrier

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 29




Cell provider servers

A May have copies of SMS / text messages
A Will have undelivered SMS / text messages
A May have voice mail

A Preservation Order (18USC 2703(f))
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What does the cellular provider have

A Location information

A Real Time
A Can be tracked to area including what tower and direction
A Exigent circumstances i missing person, etc

A If they are roaming may have to go through several companies to
find the location

A Some devices can be tracked by either the owner or provider
A Nextel/Sprint can push information to the phone to report location

A Near real time
A Need a search warrant to obtain this information
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What does the cellular provider have

A Historical
A Starting and ending tower location for each call
A If the suspect was roaming that data might not be available
A No set length of time for records retention
A Check with the provider
A Need a search warrant for tower data
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What does tower information look like

12:Sep5 1959921 119  Nomal call| VMS Access] o Nol  0-(209) 678-0100]NCAO634S Murlock (NCAL4), 95, 2774 [NCAGG34S Turlock (NCAL4), 95, 2774
{9 582 12| Normal call| VMS Access No Nol 0 - (209) 676-0100|NCA1618R IEMainTrk (NCAL-4), 95, 2771 [NCA1616R [EMainTrik (NCAL-4), 95, 2771
194757 53|  Normalcalll  Inbound|  Yes l\lol 0 - {209) 606-2665|NCA1618R IEMainTrlk (NCAL), 95, 2770  [NCA1616R [EMainTrlk (NCAL-4), 95, 2770
19.00.02 26| Normalcalll  Inbound|  Yes No] 0 - (209) 667-6450|NCA1618R IEMainTrlk (NCAL), 95, 2771  [NCA1616R [EMainTrlk (NCAL-), 95, 2771
16:45:09) 39| Normalcalll Outbound No No] 0 - (209) 606-2665(NCA0397R [Delhi (NCAL4), 95, 635 NCAO397R [Delhi (NCAL), 95, 635
16.07'58 46|  Normal call|  Outbound No No] 0 - (209) 604-7644[NCA1613R IEMainTrlk (NCAL-4), 35, 2770 [NCA1618R [EMainTrlk (NCAL4), 95, 2770
15:50.21 64| Nomalcall  Inbound No No] 0 - (209) 606-2665(NCAO634S Murock (NCAL), 95, 2774 INCAO634S [Turlock (NCAL), 95, 2774
15:45:26 22|  Normalcalll  Outbound No Nol 0 - (209) 606-2665(NCA634S Turlock (NCAL), 95,2774 [NCAOG34S [Turlock (NCAL4), 35, 2774
15:23:36 A Normalcalll  Inbound No Nol 0 - (209) 247-1422{NCA0634S Turlock (NCAL), 95, 2774 [NCAO634S [Turlock (NCAL), 95, 2774
14:16:55 200  Normalcalll  Outbound No Mol 0 - (209) 247-7422|NCA0G34S Murlock (NCAL4), 35, 2774 [NCAOG34S urlock (NCAL-4), 95, 2774
114729 0| Nommalcalll OQutbound No Nol 0 - (209) 465-8468|NCACG34S Murlock (NCAL4), 95,2774 [NCA634S Turlock (NCAL-), 95, 2774
1142271 14|  Normalcalll  Inbound No Nol 0 - (209) 896-7368|NCA0634S Murlock (NCAL4), 95, 2774 [NCA634S Murlock (NCAL-A). 95, 2774
11.30.32 0 Nomalcal| Inbound No Nof  0-(209)485-8468[NCAOG4S Murlock (NCAL-). 95, 2774 NCAOG34S Murock (NCALH), 95, 2774
112215 0 Nomalcal| Inbound No Nof  0-(209) 485-846BINCAOB34S Murock (NCAL4), 95, 2774 NCAO634S Turlock (NCALH), 95, 2774
15434 14|  Normal call]  Outbound No Ho] 0 - (209) 668-5550(NCA634S Murlack (NCAL), 95, 2774 [NCAO634S urlock (NCAL4), 95, 2774
14642 46/ Normalcalll  Outbound No Nol  0-(209) 606-0136]NCA0634S Murlock (NCAL4), 95,2774 [NCAGG34S [Turlock (NCAL4), 95, 2774
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Tower Information

A You can use O0Streets and Tripsoé or
information

A Enter Latitude and Longitude into program
A Will show where they were on the map
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www.cellreception.com/towers/

Ads by Google AtST Towers Verizon Towers Cell Tower Locations Antenna Towers Landlord Towers
CELL PHONE COVERAGE | CELLPHONETOWERS | DEADSPOTS | ADDTO YOURSITE
Home > Cell Phone Carriers > Cell Phone Tov - W
= 2 Find Fi
Cell Phone Towers Phones \ (:
3 ()
MOBILEDIA -
Towers are registered with the FCC. We've taken the information and compiled it into a » Eree Cell Phones
searchable database. By viewing that information in Google Maps, we provide a simple » Free Camera Phones
graphical interface to see towers within the area. » Eree Smartphones
Unfortunately, not every antenna is required to be registered with the FCC, and the map may
not list all the towers in the area, but most are included. Additionally, many carriers have Cell Phone Coverage
sold their tower assets to third party companies, and leasing agreements are unknown. If this Search
is the case, the best way to determine carrier coverage is by reading comments in the local Zip Code
area.
Cellular Solutions Integrated Tower Systems
Large Facility Indoor Cellular Coverage  Nations Largest Fleet of Tower Trailer Cell Phone Tower
Specialists - All Carriers Systems, COWS & Shelters Search
Ads by Google City
Find Cell Tower Locations Towers By Major U.S. Cities
Locate cell phone » Albuguergue, NM » Mesa, AZ
el = 1S towers in the » Atlanta, GA Miami, FL
CA v neighborhood, who » Austin, TX » Milwaukee, WI
owns them, and see » Baltimore, MD » Minneapolis, MN
exactly where they are hidden. The » Boston, MA » Nashville, TN
database contains FCC registered antennas » Charlotte, NC » New Orleans, LA
naticnwide. » Chicago, IL » New York, NY
1 » Cleveland, OH Oakland, CA i
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Towers

Comments

. Sacramento
Executive

Rocket R

E‘F River Rd

Beach Lake

F‘ZW"HERED EY QC.‘ -y
(10 { *SIC

Jwetory Hwy

126,761 antennas last updated on Jjul 16, 2007
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Prepaid Phones

A Prepaid cellular phones
A Subscriber information not reliable

A Other information may still be reliable though
A Call information
A Text messages
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Why this is NOT forensics

A This is not the same as computer forensics
A You are working on original evidence

A You will be writing to the phone

A Who cares and why

A DOCUMENT, DOCUMENT, DOCUMENT
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Tool for Data Retrieval - Hardware

A Hardware:

A Proper cables
A Data Pilot Secureview
A Paraben Cell Seizure
A Original cables

A Chargers
A Original
A iGo with tips
A Universal Charger (http://www.amazon.com/Universal -Mobile -Phone -
Battery -Charger/dp/BO01AHUG6QU/ref=pd_bxgy p_img_c)
A Signal Disruption Devices
A Faraday Bags (Paraben Stronghold)
A Aluminum foil
A Arson Cans
A Cell Signal Disruption Device
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Tool for Data Retrieval - Software

DataPilot Secureview
Cellebrite UFED
BitPim

Paraben Device Seizure
Oxygen

XRY

Cellebrite PA
Blackbag

CellDek

Mobiledit

Encase 7

Simcon

Twister Box

To To Po To Po To Do Do o Do Io Do Ix

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 41




When software doesnot

Digital Camcorder

Digital Camera with Firewire capability
Vice with rubber or plastic grips
Tripod

To To Po I»

Project -a-phone
ZRT

T> T
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Cell Phone Data Recovery Worksheets

A Cell phone data recovery worksheets provide investigators a
way to organize information about the device

A These can be saved to reference in the future

A Good for doing data recovery on the same make and model
In the future

A Good for referencing during court

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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Documentation - Handheld Device

Evidence Processing Request

Case Number

Handheld Device
Evidence Processing Request

Detective Badge
Date Seized Report #
Suspect Name ltem #

Check all items taken:

[ ] Handheld Device [ ] Separate Sim Card(s) [ ] Holdericase
[ ] Charger [ ] Other Media [ ] Software
[] Data Cable [ ] Sim Card Reader

)y SEARCH
The National Consortium for Justice Information and Statistics
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Documentation - Handheld Device

Analysis Control Sheet

Handheld Device Analysis
Control Sheet

Software Used - Complete
g
| & 8l =

Date Case No. Device Make Model alo|@m|o| & & = |sm|Yes | No
1
2
3
4
5
6
7
8
9
10
11
12
13
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Documentation 1 Seized Handheld

<I= Device Analysis Worksheet

Seized
Handheld Device
Analysis Worksheet

Investigative Section Date Received for Analysis

Investigator Date of Analysis

Case Agent Type of Case

Evidence ltem Number Primary Offense

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 46
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Documentation

Seized Handheld

Device Analysis Worksheet

Device Details:

Handheld Device Owner

[if kmown])

Handheld Device Condition
[vizible damage)

Manufacturer

Model

Serial Number

IMEI/ ESN

Cell Telephone Number _ |

)

Service Provider

PIN Number

SIM Card Number

IMSI| Number

Direct Connect Number

Type of Device:

[ ] CDMA
[ ] TDMA
[ ] csm

[ ] other

Device Time

Atomic Time

SEARCH, The National Consortium for Justice Information and Statistics |
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Documentation 1 Seized Handheld

Device Analysis Worksheet (ctd.)

Device Features:

Custom Ringtones [] Memo/Note/To Do [] SMS [] Data Capable []
Ringtone ID [ ] Fixed Dialed Numbers [ | MMS [ ] Multiple Language Support [ |
Camera Enabled [ Phonebook [ | EMS [ ] Voice Memo [ |
Picture ID Capable [ | Call Log D USB D Multiple numbers per name D
Video Capable [ ] Last Number Dialed [ ] Hard Drive | | suppor
Voice Recorder [ | Custom Graphics [ | Voice Command | | Forwarding Enabled [ ]
Calendar | | Expansion Card [ ] GPS Capable [ ] Bluetooth ]
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 48




Documentation 1 Seized Handheld

Device Analysis Worksheet (ctd.)

Device Particulars:

HandsetLocked [ | Y [ ] N PUK Obtained []Y [N Note
“Airplane” Mode Capable [ | Y [ ] N Enabled? If yes, date

CustomBanner [ | Y [ | N If yes, describe

WelcomeNote [ ] Y [ ] N If yes, describe
Deviceonwhenreceived [ | Y [ | N Device examined for physical damage Y [ [N [ ]

Device Password

Charger Tip

Cable

Program
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Documentation 1T Seized Handheld
Device Analysis Worksheet (ctd.)

Battery Details:

RemovedBattery [ | Y [ | N Battery Make
Device chargedby [ | Y [ | N Battery Serial Number
seizing officer )
Battery Voltage Capacity

Results from Battery test with voltmeter
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Folder Structure

A Cell phone data recovery involves multiple tools
A A consistent folder structure will help you stay organized

A SEARCH developed a folder structure that should be followed
for al the SEARCH cell phone data recovery courses
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A File Structure For Cases

A This is the folder structure we suggest using

= I.) Cell Phone Cases
= ) Case Number
+ |3 Phone Information
) Report
+ I Tools
) Warrant
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Phone Information Folder

A Should contain:
A Phonescoop information
A Phone manual
A Pictures of the phone

A Electronic copies of the cellular device data recovery
worksheets

A Any other device -related information
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Report Folder

A Should contain:
A Final report only
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Tools Folder

A The tools folder should contain a subfolder for each tool
available for data recovery

A Each tool specific subfolder should contain:
A Raw data recovery information
A Tool specific reports
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Warrant Folder

A Should contain:
A Electronic copies of the warrant
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wWhy We Use Phonescoop

A www.phonescoop.com/phones
A Provides valuable phone information and access to manuals
A Should be used on every phone that you process
A We will use it for two functions
A Retrieve phone information
A Access the manual for the device
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Enter phone make and model in the
phone search

cell phone reviews, in

BlackBerry® Smartphones Connect To Everything That Matters Through The Power Of A
Corning® Gorilla® Glass Changing The Face Of Consumer Electronics. Learn HOw. corning
HTC EVO at RadioShack® Introducing the Sprint HTC EVO 4G! See Our Price Today at R:

LEARN MORE AT THE PHONESCOOP 4G CENTER

phane
Home
—
Phones
\

—

Search >

Phone Finder
Search for phones by
specs and features

ones

Compare details of up to » U.S. Releases
5 phones side-by-side » on Phone Scoo
» FCC Approvals

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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Motorola V551 / V330 / V547 | V555 | V557

Info || Reviews || Shop || Forum

This update to the V500 adds EDGE
high-speed data and video capture.
Other key features include quad-band
GSM, Bluetooth, VGA camera, large
color display, MP3 ringtones, e-mail,
and SynchL.

Offered By:

Hicd

SEARCH, The National Consortium for Justice Information and Statistics |
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= Motorola V551 |

§ | | Info || Reviews || Shop
This update to the V500 ad
high-speed data and video
Other key features include
GSM, Bluetooth, VGA came
color display, MP3 ringtone
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Specs Compare side-by-side vs...
Modes GSM 850/900/1800/1900
carrier-dependent
Weight 4230z (120 qg)
Dimensions 35"x1.93"x0.97" (89 x 49 x 24.6 mm)
Form Factor Clamshell

Stub Antenna

Battery Talk: 3.8 hours max. (225 minutes)
Standby: 225 hours max. (9.4 days)
820 mAh Lilon

Display Type: LCD (Color TFT/TFD)

Resolution: 176 x 220 pixels
Colors: 65,536 (16-bit)

TFT
Platform / OS (proprietary)
Processor s
Memory 5 MB ({internal memory available to user for storage)
Phone e
ECCID HDTSREAT » (.@24, 2004)
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Locate the Original Equipment >

|l ck on o6Det al

6 results were found that match the search criteria:
Grantee Code: IHD Product Code: T56EA1

Displaying records 1 through 6 of 6.

View Display DisplayDisplay ApplicantAddress City StateCountryZip FCCID ApplicationFinal Lower Upper
FormExhibits Grant Corresp-Name Code Purpose  Action FreguencyFrequency
ondence Date In MHz In MHz
’3 Detail [% ' Motorola MotorolaPlantationFL  United 33322IHDTS6EA1Class II  05/26/20052402.0 2480.0
Summary Mobility, Maobility, States Permissive
Inc. Inc. Change
8000 W.

Sunrise
Blvd.
7 Desjil [% @ Motorola MotorolaPlantationFL  United 33322IHDTS6EA1Original  09/24/2004824.2 848.8
Su a =

Mobility, Mobility, States Equipment
Inc. Inc.
8000 W.
Sunrise
Blvd.
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The page at https://fjallfoss.fcc.gov says: @

Q WARNING: These exhibits have been provided by the applicant. Exhibits filed in accordance with
47CFR 0.457(d) are not available. The FCC does not guarantee the exhibits displayed on this site are
virus-free. It is strongly recommended that any computer viewing these images have virus-
protection software installed. Proceed in viewing this exhibit?

’ Cancel ‘
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OUsers Manual 0

OET Exhibits List

8 Matches found for FCC ID "IHDTS56EA1’

View Attachment Exhibit Type Date Submitted to FCCDisplay Type Date Available
Exhibit 2 Attestation StatementsAttestation Statements09/24/2004 pdf 09/24/2004
Exhibit 13 Confidentiality Letter Cover Letter(s) 09/24/2004 pdf 09/24/2004
Exhibit 3 External Photos External Photos 09/24/2004 pdf 09/24/2004
Exhibit 1 ID Label and Location ID Label/Location Info 09/24/2004 pdf 09/24/2004
Exhibit S Internal Photos Internal Photos 09/24/2004 pdf 09/24/2004
Exhibit 11 SAR Report RF Exposure Info 09/24/2004 pdf 09/24/2004
Exhibit 6 Test Report Test Report 09/24/2004 pdf 09/24/2004
Exhibit 8 Users, Manual Users Manual 09/24/2004 pdf 09/24/2004
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org




Manual will open in a new tab

> Save the file to the case folder

= s &) | & $ T miee ux - T3

l! Click to save this file to your computer or another location

APPLICANT: MOTOROLA, INC.

INSTRUCTION MANUAL

A preliminary draft copy of the Users Manual follows:
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Mobile Forensics Central

www.mobileforensicscentral.com

Mobile Forensics Central (MFC) is a aggregation of resources to
assist you in your examination of cell devices

Investigator entered troubleshooting and data acquisition
information

An account is required

Do o Do o
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Products Product Updates P Product Matrix & Education Center

Industry Info and News > Announcing the...

MEFC SCRIPT EXCHANGE

Cellular Phone Evidence -
Data Extraction and

z A place for practitioners to submit, share and validate
Documentation

mobile device data scripts.

Dy Det. Cindy Murplry Submit Your Script

Find a Phone
Search the MFC database to obtain a Phone Report that delivers a detailed list of Mobile
Device Forensic Software, Tools & Accessories for the mobile device you specify. A

@ Search the Mobile Forensics Central Database =

go ;

or |

Enter Make/Model:

) Search by Make and Model
Make
- choose phone make - ~ -

[0

Model.

odel -

phone mode

SEARCH, The National Consortium for Justice Information and Statistics |

News

RO,

www.search.org

i

Examiners Exchange -~ About
PRODUCT UPDATES

= Secure View 2.5.0
= MOBILedit! 5
= Neutrino 2.8

= Device
Seizure 4.1

Generate Custom PHONE REPORT

Find Compatible Software and
Cables

Get Latest Updates from Software
Providers

Learn of Training Opportunities
Read Papers and Articles
Join Industry Forums

—] View Sample
Phone Report
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k O0Cont act For moé

Naw ta MEC? Ctart hara
New to MFC? Start here.

Get complete access to the Mobile Forensics Central database!

The MFC search database, and other areas of the site, are password
protected, as MFC is engineered as an information resource for law
enforcement and professional digital investigators only.

To gain access, please fill out our Contact Fprm and someone will
contact you.

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 68




Welcome!

Restriced areas of MobileForensicsCentral.com require login for qualified users only.

MobileForensicsCentral.com is not open to the general public and requires a legitimate law enforcement agency or relevant company email

address. Members of law enforcement and corporate investigations departments are invited to join.

Please fill out the form below with your contact information.

All users of this site will be verified prior to access.

Full Name: Agency:
Email Address: Phone Number:
State/Country:

Comments:

» | submit ’

SEARCH, The National Consortium for Justice Information and Statistics |

www.search.org
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To sign In enter your username and

password > click 61 og

Already Registered? Please login.

Please enter your username and password.

Username:
lauren@search.org|

Password:

e0000ecee log

Forgot your Password?

Please contact us at (203) 855-5387 or email us at
info@teeltech.com if you forgot your username or password.
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Search by Make and

\NIEL LA
VWELLUUMNE

You are now ready to get your customized Phone Report from Mobile Forensics Central.

Search the MFC database to obtain a Phone Report that delivers a detailed list of Mobile
Device Forensic Software, Tools & Accessories for the maobile device you specify.

@ Search the Mobile Forensics Central Database

[ 9o |

Enter Criteria:

or

) Search by Make and Model
Make:
- choose phone make - ~

Model:

-- choose phone model - go l <
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Products

Examiner's Exchange

Read what examiners are

saying about the Motorola V557.

SEARCH, The National Consortium for Justice Information and Statistics |

Product Updates Product Matrix Education Center News Examiners Exchange About
Phone Report: Motorola V557
Click the TABS below to see support and information for the Motorola V557

Software Tips ~' Examiner's Exchange

The following 6 Software Solution Providers support the Motorola V557.

jed by the S are Solution Pro

= Cellebrite UFED Physical Pro mor= infc
MOTOROLA GSM MOTOROLA V557

Supported Features

Connectivity: Cellebrite Cable ' 89
File System Dump: YES
Password Extraction: YES

***FILE SYSTEM DUMP***

www.search.org

print
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Examiners Exchange provides

iInformation from other investigators

Phone Report: Motorola V557 print

Click the TABS below to see support and information for the Motorola V557

Software Tips (1 ' Examiner's Exchange

There are 3 reviews for the Motorola V557.

ead reviews - write a review see all reviews

expand all - collapse all

Phone Reviewer Review Date
= Motorola V557 (Cingula L. Ruddick 02/24/09 Close [-]
Reviewer Comments: Carrier: Cingular

To establish connection to phone, had to go to Menu->Settings->Connection->Sync->Select.

L. Ruddick examined the Motorola V557 using the following software:

Contacts, SMS text messages, Incoming Calls,
ABLE TO RETRIEVE 4 g

CELLEBRITE Outgoing Calls, Missed Calls, Images
UFED UNABLE TO RETRIEVE  everything else
CONNECTIVITY Cable 89

- Motorola V557 K Kier 12/05/08 Close [-

Reviewer Comments: Carrier: none specified
cellebrite worked the best, also received phonebook using SimCom

K Kier examined the Motorola V557 using the following software:

ABLE TO RETRIEVE phonebook, sms, pictures, videos
B T e e e
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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Yahoo Groups

Groups.yahoo.com/group/kloving
Requires Yahoo email account
Investigator Exchange

Provides information regarding cell phones as well as other
topics related to high tech crime

Also provides access to a list serve

o Io Do Io o
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kloving - Hi-Tech Stuff Search for other groups...

Home / Try Yahoo! Groups Chat Beta! Now available on the left menu. Read more

Members Only

Messages Home

Post

Attachments

Files Activity within 7 days:

Photos / New Members - 1 New Link - 57 New Messages - 1 New File
Links

Database Description

Members OGO o e e e |
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Sign In to Yahoo!

Are you protected? k¥
Create your sign-in seal.

Yahoo! ID

(e.g. free2rhyme@yahoo.com)

Password

| Keep me signed in
(Uncheck if on a shared computer)

Sign In
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Follow the steps

Join This Group

You are three quick steps away from joining kloving.

All membership requests for kloving need to be approved by the moderator. You will receive a confirmation email when your membership has been approved.

Note: You are currently signed-in as timothy.lott@ymail.com. If you are not timothy_lott@ymail.com, Sign-in as a different user.

Step 1. Your Contact Information

The profile shown below will be used to identify you when you access photos, messages, and other great features of your Yahoo! Group. The email address will be used for group messages.
Yahoo! Profile

This profile will be used to identify you when you access the group’s Web features.
timothy.lott@ymail.com (add new profile)
Email Address
This email address will be used for group messages.

timothy.lott@ymail.com (2dd new email ac

o

drezz)
The following email addresses from Account Info are not available for this membership:
lott_timothy@sbcglobal.net (verify)
If you want to use one of the unverified email addresses, please click on the "Verify" links. Verification ensures that you are the owner of the email address.

Comment to Owner

Please tell the group owner about yourself and why you would like to join the group (200 characters maximum).

SEARCH, The National Consortium for Justice Information and Statistics |
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Upon approval you will be able to log In
and access information and post to the

kloving - Hi-Tech Stuff

Home
Messages
Post
Attachments
Files
Photos
Links
Database

Members

Groups Labs (Beta)
Applications
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Other Resources

A SEARCH.org
A White papers
A Classes
A Technical assistance

A http://www.privateline.com/

A Good news site
A http://electronics.howstuffworks.com/cell -phone.htm
A Wikipedia

A Definitions etc
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Cellebrite UFED

Available from www.cellebrite.com
Cost is $4000
A Annual updates $1200
Standalone device T no computer needed
Supports more than 3000 phone types

May be able to retrieve phonebook, photos, videos, ringtones,
SMS, calendar and more

To I

To Io o
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Cellebrite UFED Kit

wnCONEBYite

mobile synchronization

www.cellebrite.com
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CelleBrite UFED Kit
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