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What is SEARCH?  

Å Non -profit based in Sacramento, CA  

Å Funded to offer assistance to law enforcement throughout the 
country  
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What is SEARCH?  

www.search.org  
 

Å Low -cost (or free) law enforcement training around the U.S.  

Å Introduction to Computer Crime  

Å Cell Phone Data Recovery  

Å Advanced Responders: Search and Seizure of Networks  

Å Social Networking Website Investigations  

Å Peer- to -Peer  
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What is SEARCH?  

 

Å Free technical assistance to federal, tribal, state and local LE  

 

Å Other resources  

Å SEARCH ISP List  

Å SEARCH Investigative Toolbar  

Å Whitepapers  

Å LE conference speakers  
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Who We Are  

 

 

 

 

Lauren Wagner  

High -Tech Crime Training Specialist  

lauren@search.org  
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Who We Are  

 

 

 

 

Tim Lott  

High -Tech Crime Training Specialist  

tim@search.org  
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Definitions, terms and history  

Å First true cellular phone system was  

ÅAMPS 
ÅAnalog  

ÅAdvanced Mobile Phone system  

Å800 to 900 Mhz  

Å30 kHz bands  

ÅFirst standardized cellular system  

Å 56 conversations per cell  
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Terms  

Å CDMA 

ÅCode Division Multiple Access  

Å Frequencies ï 800 MHz or 1900 MHz  

Å These are methods of breaking up conversations so that you 
can have more then one conversation at a time  
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Terms  

Å TDMA 

ÅTime Division Multiple Access  

Å FDMA 

ÅFrequency Division Multiple Access  
ÅNot used except for analog  
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Terms  

Å Terms  

ÅMIN  
ÅUsed on non -GSM phones to identify phone to the network  

ÅMobile Identification Number  

ÅMay be the phone number but not always  

ÅESN 
ÅUsed on non GSM phones  

ÅElectronic Serial Number  

ÅUnique 32 -bit number programmed by phone manufacturer  

ÅReplaced by MEID (Mobile Equipment Identification)  

ÅSID  
ÅSystem Identification Code  

ÅWhoôs system you belong to 

ÅVerizon  
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Terms  

Å GSM 

ÅGlobal System for Mobile communications  

ÅUses TDMA but in a different way  

ÅDefacto standard in Europe  

Å900 MHz and 1800 MHz international standard  

Å850 MHz and 1900 MHz in US  
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Terms  

ÅUS phones are not compatible with international standard  

ÅHave to use a tri -band or quad -band phone  

ÅGSM phones use a SIM cards  
ÅSubscriber Identity Module  

ÅContains certain kinds of information  

ÅAllows for easy moves from one phone to another  
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Terms  

Å IMEI -  International Mobile Equipment  Identification  

ÅUsed on GSM phones  

Å15 digit number  

Å www.numberingplans.com/?page=analysis&sub=imeinr  

ÅNumber analysis  

Å*#06# will get the IMEI on a GSM phone  

 

Å Ask for a history IMEI when you subpoena information from a 
provider  

 

 

http://www.numberingplans.com/?page=analysis&sub=imeinr
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Definitions, terms and history  

Å IMSI ï International Mobile Subscriber Identity  

ÅGSM Phones  

ÅStored in the SIM  

ÅUsually 15 digits but can be shorter  

ÅFirst 3 ï Country code  

ÅSecond 2 (Europe) or 3 (North America) ï Network Code  
ÅMWC 

ÅLast numbers are unique subscriber number (MSIN)  
ÅMay not look like a telephone number  

ÅUsed by system to identify your telephone number  

ÅNumber analysis  
Åhttp://www.numberingplans.com/?page=analysis&sub=imsinr  
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Terms  

Å iDen  

ÅIntegrated Digital Enhanced Network  
ÅMotorola and Sprint  

ÅNormal Cell Phone operations  

ÅPush to talk  
ÅUses a different frequency  

ÅOnly one person can talk at a time ï half duplex  

ÅiDen used TDMA as well  

 

ÅSecurity issues  
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List of U.S. Cellular Service Providers  

15  

http://en.wikipedia.org/wiki/List_of_United_States_wireless_communications
_service_providers  
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Seizure Issues  

Å Loss of data is the primary concern  

ÅOver writing of data if the phone is left on  
ÅSMS 

ÅLast Received calls  

ÅRemote wiping and remote password protection  

ÅThe ability to destroy your own data with a phone call  

Å Passwords  

Å Phones that need to be connected to the cell network in order 
to access pictures  

Å Legal authority  
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Remote Wipe  
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Sidebar -  San Jose Sim Card Bomb  
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Seizure Issues ï What Can We Do??  

Å Turn off the phone  

ÅLocking issues  
ÅPINs 

ÅPUKs for GSM phones  

Å Faraday Bags  

Å Arson Cans  

Å Aluminum Foil  

Å3 layers  

Å Court order to provider to remove the network  
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Seizure Issues ï What Can We Do??  

Å Airplane Mode  

ÅTime is critical  

ÅNot all phones have airplane mode  

ÅSometimes might be hidden in multiple submenus or 
named something else (Standalone mode, etc.)  

ÅSome phones can not access airplane mode if it is locked  

ÅWifi  issues still exist!  
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Seizure Issues  

Å Cell phone signal disruption devices  

ÅWork well but...  

ÅMaybe illegal  
ÅViolation of FCC regulations  

ÅFederal Communications act 1934  

Å www.dealextreme.com  

ÅSKU 24229  
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Federal Communications act of 1934  
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Seizure Issues  

Å Agency guidelines and procedures are required to create a 
process for removing devices from the network  

 

Å Understand the risks of whatever choice you make  
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Seizure Issues  

Å Take all chargers and cables  

Å Do not guess the code to a locked phone  

ÅThe phone can lock with as little as 3 tries  

ÅToo many attempts will lock the device forever  

Å Take any phone related software and manuals  

Å May still need to have a warrant to cover the examination of 
the phone  

ÅTalk to your prosecutor or legal counsel  

ÅLaws are changing and case law is changing all the time  
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What can be recovered  

Å Everything you can see one way or another  

ÅPhonebook  

ÅCalendar  

ÅIncoming/Outgoing calls  

ÅMissed calls  

ÅPictures/Video/Graphic  

ÅText messages (SMS) and Picture Messages (MMS)  

ÅCall timers  

ÅVoice Recordings  

Å Possible deleted data  
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What can be recovered  

Å Removable media  

ÅSecure Disk, Mini Secure 
Disk, or Micro Secure Disk  

ÅMust be examined with write 
blocker or by a forensic 
specialist  

ÅMay contain deleted items  

Å Should be viewed using a write 
blocker  

Åhttp://www.digitalintelligenc
e.com/cart/ComputerForensi
csProducts/UltraBlock -
Forensic -Card -Reader.html  



SEARCH, The National Consortium for Justice Information and Statistics  |   www.search.org  27  

What can be recovered  

Å SIM cards if they have one may have information on it  

ÅMay contain deleted items  
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Examples  

Å a 

 

 

 

 

 

 

 

 

 

Å How cellular phones effected the Scott Peterson case  
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What does the cellular provider have  

Å Subscriber information  

Å Call detail records  

ÅDialed calls  

ÅReceived calls  

ÅForwarding numbers  

Å Need a subpoena or search warrant to obtain this information  

Å Information depends on carrier  
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Cell provider servers  

Å May have copies of SMS / text messages  

Å Will have undelivered SMS / text messages  

Å May have voice mail  

 

Å Preservation Order (18USC 2703(f))  
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What does the cellular provider have  

Å Location information  

ÅReal Time  
ÅCan be tracked to area including what tower and direction  

ÅExigent circumstances ï missing person, etc  

ÅIf they are roaming may have to go through several companies to 
find the location  

ÅSome devices can be tracked by either the owner or provider  

ÅNextel/Sprint can push information to the phone to report location  

ÅNear real time  

Å Need a search warrant to obtain this information  
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What does the cellular provider have  

Å Historical  

ÅStarting and ending tower location for each call  

Å If the suspect was roaming that data might not be available  

Å No set length of time for records retention  

ÅCheck with the provider  

Å Need a search warrant for tower data  
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What does tower information look like  



SEARCH, The National Consortium for Justice Information and Statistics  |   www.search.org  34  

Tower Information  

Å You can use óStreets and Tripsô or óGoogle Earthô to map this 
information  

ÅEnter Latitude and Longitude into program  

ÅWill show where they were on the map  
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Map of towers  
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www.cellreception.com/towers/  
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Cell Tower by Location Results  
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Prepaid Phones  

Å Prepaid cellular phones  

ÅSubscriber information not reliable  

ÅOther information may still be reliable though  
ÅCall information  

ÅText messages  
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Why this is NOT forensics  

Å This is not the same as computer forensics  

ÅYou are working on original evidence  

Å You will be writing to the phone  

Å Who cares and why  

Å DOCUMENT, DOCUMENT, DOCUMENT  
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Tool for Data Retrieval -  Hardware  

Å Hardware:  

ÅProper cables  
ÅData Pilot Secureview  

ÅParaben Cell Seizure  

ÅOriginal cables  

ÅChargers  
ÅOriginal  

ÅiGo with tips  

ÅUniversal Charger (http://www.amazon.com/Universal -Mobile -Phone -
Battery -Charger/dp/B001AHU6QU/ref=pd_bxgy_p_img_c)  

ÅSignal Disruption Devices  
ÅFaraday Bags (Paraben Stronghold)  

ÅAluminum foil  

ÅArson Cans  

ÅCell Signal Disruption Device  
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Tool for Data Retrieval -  Software  

Å DataPilot Secureview  

Å Cellebrite UFED  

Å BitPim  

Å Paraben Device Seizure  

Å Oxygen  

Å .XRY  

Å Cellebrite PA  

Å Blackbag  

Å CellDek  

Å Mobiledit  

Å Encase 7  

Å Simcon  

Å Twister Box  
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When software doesnôt work 

Å Digital Camcorder  

Å Digital Camera with Firewire capability  

Å Vice with rubber or plastic grips  

Å Tripod  

 

Å Project -a-phone  

Å ZRT 
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Cell Phone Data Recovery Worksheets  

Å Cell phone data recovery worksheets provide investigators a 
way to organize information about the device  

Å These can be saved to reference in the future  

ÅGood for doing data recovery on the same make and model 
in the future  

ÅGood for referencing during court  
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Documentation -  Handheld Device 
Evidence Processing Request  
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Documentation -  Handheld Device 
Analysis Control Sheet  
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Documentation ï Seized Handheld 
Device Analysis Worksheet  
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Documentation ï Seized Handheld 
Device Analysis Worksheet  
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Documentation ï Seized Handheld 
Device Analysis Worksheet (ctd.)  
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Documentation ï Seized Handheld 
Device Analysis Worksheet (ctd.)  
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Documentation ï Seized Handheld 
Device Analysis Worksheet (ctd.)  
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Folder Structure  

Å Cell phone data recovery involves multiple tools  

Å A consistent folder structure will help you stay organized  

Å SEARCH developed a folder structure that should be followed 
for al the SEARCH cell phone data recovery courses  
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A File Structure For Cases  

Å This is the folder structure we suggest using  
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Phone Information Folder  

Å Should contain:  

ÅPhonescoop information  

ÅPhone manual  

ÅPictures of the phone  

ÅElectronic copies of the cellular device data recovery 
worksheets  

ÅAny other device - related information  
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Report Folder  

Å Should contain:  

ÅFinal report only  
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Tools Folder  

Å The tools folder should contain a subfolder for each tool 
available for data recovery  

Å Each tool specific subfolder should contain:  

ÅRaw data recovery information  

ÅTool specific reports  
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Warrant Folder  

Å Should contain:  

ÅElectronic copies of the warrant  

56  



SEARCH, The National Consortium for Justice Information and Statistics  |   www.search.org  

Why We Use Phonescoop  

Å www.phonescoop.com/phones  

Å Provides valuable phone information and access to manuals  

Å Should be used on every phone that you process  

Å We will use it for two functions  

ÅRetrieve phone information  

ÅAccess the manual for the device  
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Enter phone make and model in the 
phone search  
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Device information will be presented  

 

 



SEARCH, The National Consortium for Justice Information and Statistics  |   www.search.org  60  

Use Print to PDF to save this 
information  
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Scroll down the page > Click the óFCC 
IDô numbers 
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Locate the Original Equipment >  
Click on óDetailô 
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Click óOKô on the popup 
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Click óUsers Manualô 
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Manual will open in a new tab  
> Save the file to the case folder  
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Mobile Forensics Central  

Å www.mobileforensicscentral.com  

Å Mobile Forensics Central (MFC) is a aggregation of resources to 
assist you in your examination of cell devices  

Å Investigator entered troubleshooting and data acquisition 
information  

Å An account is required  
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Click óStart hereô 
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Click óContact Formô 
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Fill out form > Click ósubmitô 
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To sign in enter your username and 
password > click óloginô 
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Search by Make and Model > Click ógoô 
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Search results will appear  
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Examiners Exchange provides 
information from other investigators  
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Yahoo Groups  

Å Groups.yahoo.com/group/kloving  

Å Requires Yahoo email account  

Å Investigator Exchange  

Å Provides information regarding cell phones as well as other 
topics related to high tech crime  

Å Also provides access to a list serve  
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Click óJoin This Group!ô 
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Sign in to Yahoo!  
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Follow the steps  
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Upon approval you will be able to log in 
and access information and post to the 
group  
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Other Resources  

Å SEARCH.org  

ÅWhite papers  

ÅClasses  

ÅTechnical assistance  

 

Å http://www.privateline.com/  

ÅGood news site  

Å http://electronics.howstuffworks.com/cell -phone.htm  

Å Wikipedia  

ÅDefinitions etc  
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Cellebrite UFED  

Å Available from www.cellebrite.com  

Å Cost is $4000  

ÅAnnual updates $1200  

Å Standalone device ï no computer needed  

Å Supports more than 3000 phone types  

Å May be able to retrieve phonebook, photos, videos, ringtones, 
SMS, calendar and more  
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Cellebrite UFED Kit  
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CelleBrite UFED Kit  

82  


