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What is SEARCH?  

Å Non -profit based in Sacramento, CA  

Å Funded to offer assistance to law enforcement throughout the 
country  
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What is SEARCH?  

www.search.org  
 

Å Low -cost (or free) law enforcement training around the U.S.  

Å Introduction to Computer Crime  

Å Cell Phone Data Recovery  

Å Advanced Responders: Search and Seizure of Networks  

Å Social Networking Website Investigations  

Å Peer- to -Peer  
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What is SEARCH?  

 

Å Free technical assistance to federal, tribal, state and local LE  

 

Å Other resources  

Å SEARCH ISP List  

Å SEARCH Investigative Toolbar  

Å Whitepapers  

Å LE conference speakers  
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Who We Are  

 

 

 

 

Lauren Wagner  

High -Tech Crime Training Specialist  

lauren@search.org  
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Who We Are  

 

 

 

 

Tim Lott  

High -Tech Crime Training Specialist  

tim@search.org  
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Understanding Social 
Networking  

ÅAllows people to create  
an extended network of  
connections to people  
through ñfriendsò 

ÅAllows people to define  
interests, likes and  
dislikes, and to find  
others with similar tastes  

ÅAllows people to search  
for past acquaintances  
and make new ones  

 http://computer.howstuffworks.com/myspace.htm  
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What is a Social Networking 
Website?  

Å Place for people to meet in the virtual world  

Å Connects people with similar interests  

Å Additional features may include:  

Å Blogs  

Å Picture sharing  

Å Video sharing  

Å Event posting  

http://www.facebook.com/
http://www.tribe.net/
http://www.bebo.com/
http://www.hi5.com/
http://www.ning.com/
http://www.mocospace.com/
http://www.myspace.com/
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History  

ÅStarted in 2002 with Friendster  
 

ÅMySpace started in 2003 (targeted to bands) and 
Facebook in 2004 (targeted to college students)  

 

ÅNow a major part of society, SN trends include:  

ÅFinding information about prospective students  

ÅFinding information about prospective employees  

ÅCell phone applications  

ÅMarketing  

Source: 
www.techweb.com  
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Popularity  

Å2010 Statistics  

ÅTime on SN websites accounts for 23% of all time spent 
online in the US  

Å48% of 12 -14 year olds have a profile on a social 
networking site  

Å78% of 15 -18 year olds have a profile on a social 
networking site  

Å75% of online adults 18 -24 have a profile on a social 
network site  

Å61% of online adults 25 -34 have a profile on a social 
network  

Sources: Pew Internet & American Life 
Project, Forrester Research and Arbitron 
and Edison Research  
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Popularity (Facebook)  

Å#1 worldwide social networking website  

Å750 million active users worldwide  

ÅActive users doubling every 6 months  

ÅPeople spend over 700 billion minutes/month on FB  

ÅAverage user has 130 friends  

 

Source: 
http://www.facebook.com/press/info.php?statistics  
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Popularity (Facebook)  

Å3 BILLION photos uploaded monthly  

Å#1 Photo Sharing Application on the web  

 

ÅFastest growing demographic is females ages 55+  

 

ÅMore than 250 million active users currently 
accessing Facebook through their mobile devices at 
any given time  

 

Source: 
http://www.facebook.com/press/info.php?statistics  
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Example Facebook Page  

Display Name  

 

Picture  

More Photos  

 

Details about 
User  

 

Information  

 

Wall  

 

ñFriendsò 
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Popularity (MySpace/My______)  

ÅAverage of 63 million monthly active users (July 
2011)  

ÅLargest growing demographic ï users under age 24  

ÅSold to Specific Media June 29, 2011 where Justin 
Timberlake will take an ownership stake and major 
role in redevelopment  
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Example MySpace Page  

Display Name  

 

Picture  

 

Age and Location  

 

Blog (Online Journal)  

 

Details about User  

 

Interests  

 

ñFriendsò 
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Types of Social Networking Sites  

Å There are social networking websites based on the specific 
interests of many groups of people  

Å General  (MySpace, Facebook)  

Å Cell Phones (mocospace)  

Å Blogging  (livejournal, xanga)  

Å Microblogging  (twitter, jaiku)  

Å Students  (classmates.com, graduates.com)  

Å Religious  (holypal, fusion101, koolanoo, naseeb)  

Å Travel (TravBuddy, WAYN)  

Å Cultural (MiGente.com, LunarStorm, Grono.net)  

Å Adult Orientated (fetlife, fuckbook)  

 
 

  List of Social Networking Sites:  

http://en.wikipedia.org/wiki/List_of_social_networking_websites#_note - 33   
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tribe.net  

http://computer.howstuffworks.com/myspace.htm  
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Togetherville  

Å Bought by Disney in Feb 2011  

Å Online community specifically designed for kids 6 to 10  

Å Parents use their personal Facebook profiles to login  

17  

http://www.togetherville.com/
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Togetherville  
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Offshoots -  Microblogging  

Å Brief text, photos, quotes, links, music, and videos published 
to a microblogging site  

 

http://www.twitter.com/
http://www.jaiku.com/
http://www.tumblr.com/
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Offshoots -  Microblogging  
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Sidenote ï personal accounts  

Å Tell local officers to be careful what they have on their 
personal pages  

 

Å Case from NY State Supreme Court in Brooklyn  

ÅNYPD officer posted comment on his Facebook that the 
movie "Training Day" was a good lesson in police procedure  

ÅAlso listed his mood as ñDeviousò on his MySpace page 

ÅDefense argued he was an overly aggressive officer willing 
to break the rules  

ÅDefense stated the officer planted the gun   

ÅDefendant acquitted  
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Sidenote ï personal accounts  

Å Make sure your prosecutors are checking the defense experts 
in your cases as well  
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Example Facebook Page  
 

Å Display Name  

Å Picture  

Å Information  

Å Photos  

Å Details about User  

Å ñFriendsò 

Å Wall  

Å Other  
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Parts of a Profile  

Å Display Information  

Å Display name  

Å Education/Employment  

Å Birthday  

Å Additional options/contact information  
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Parts of a Profile  

Å Photos  

Å Display Photo  

Å óPhotosô Tab - One or more photo albums containing one or more 
photos  
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Parts of a Profile  

Å Info Tab  

Å Education and work  

Å Religious Views  

Å Political Views  

Å Favorite Quotes  

Å Favorite Movies  

Å Favorite Books  

Å Basic Info  
Å Sex  

Å Networks  

Å Contact Information  
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Friends  

Å Friends  are the networking in Facebook  

Å Your friends are people who have requested to have 
permissions to view your profile, pictures, videos and blogs 
and post information to your page  

Å Friends can post comments  

Å You are linked to a friend network  

ÅYour friends (direct friend network)  

Å Friends of your friends  

Å Friends of the friends of your friends  

Å And on and on (extended friend network)  
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Parts of a Profile  

Å Friends  

Å óAdd as Friendô 
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Parts of a Profile  

Å Wall  

Å Comments from friends  

Å Updates from user  

Å Photos  

Å Videos  
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Private Profiles  

Å If a profile is set to Private , the only way to see the profile is 
to be added to their friends list  

ÅPrivacy settings are very customizable in Facebook  
 

Å Backdoor hacks will often open in order to get into private 
profiles  

ÅHowever, Facebook is vigilant to remove them quickly  

 

Å Without a search warrant or subpoena, Facebook will not give 
law enforcement access to view private profiles  
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Why Create a Facebook Page?  

ÅUndercover (U/C) investigations  

ÅMost U/C Facebook accounts will not make cases  

ÅThey will help in establishing credibility as a profile  
 

ÅSearching Facebook profiles  

ÅIn order to use Facebook, you need to be logged in  

ÅYou should have a separate account used just for searching  
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ÅIf setting up an undercover account:  

ÅRemember general U/C guidelines  

ÅUse an U/C computer  
 

ÅIf doing U/C work as an underage person, make 
your profile as realistic as possible by:  

ÅPost often  

ÅPosting lots of pictures  

ÅHaving lots of friends  

 

Considerations:  
U/C Investigations  
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Considerations:  
Searching Profiles  

Å To use Facebook you need to be logged in  

Å It is best to have an account of a 14 -  or 15 -year -old as your 
ñsearching accountò 

Å Only search from a secure IP address  

 

Å Do not use this ñsearching accountò for other purposes 

 

Å Use a clean email address for the searching account  
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Creating a Facebook Page  
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Creating a Facebook Page  

Å First we must create an email to use for the searching account  

Å This email should be OVER 18  

Å You can use whatever information you want  

Å Document the information for login purposes  

ÅYou will need to access this email account to complete 
Facebook account creation  
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Go to www.facebook.com  
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Enter information < Click óSign Upô 
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Type the CAPTHCA < Click óSign Upô 
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Click óSkip this stepô 

39  



SEARCH, The National Consortium for Justice Information and Statistics  |   www.search.org  

Click óSkipô 
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Click óSkipô 
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Click óGo to your emailô 
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Complete the process from the email  
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Facebook ñSearchò Feature 

Å Must have a Facebook account to search  

 

Å The Search feature makes it easy to search for people  

Å Search by full name  

Å Search by email address  
 

Å More common names will give more results  
 

Å Try to search by the most specific intelligence first   
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Facebook ñSearchò Feature 

Å From the Facebook page  

Å Enter information in 
óSearchô box 

Å Click óSee more resultsô 
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Click on óPeopleô to Apply Filters 


