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Introduction to Social Networking Sites



What iIs SEARCH?

A Non -profit based in Sacramento, CA

A Funded to offer assistance to law enforcement throughout the
country

T SEARCH

The online resource for justice and public safety decision makers HOME | CAREERS | CONTACTUS
ABOUT SEARCH PRODUCTS & SERVICES PROGRAMS PUBLICATIONS CALENDAR - Search the site -
SEARCH | Celsbrating 40 Years of Leadarshi 7 i : :
| Ceebratng 40 Yoars of Loadership In the Spotlight Otk Tankes
JUSTICE, SEARCH Offers High-Tech Crime CRIMINAL HISTORY RECORDS
PUBLIC SAFETY s 7 Investigative Resources HIGH-TECH INVESTIGATIVE
AND BEYOND 1969-2009 From an Investigative Toolbarto an GUIDES
ISP List to investigative toolkits, IDENTITY THEFT

SEARCH aids high-tech crime

; : ISP LIST
iovesiigator: JIEM® TOOL
EJ LEARN MORE PODCASTS

Register Today! 2011 Winter
Membership Meeting

PUBLIC SAFETY ISSUE BRIEFS
SEARCH INVESTIGATIVE

_____ TOOLBAR
g 1 2 3 4 5 Qoo SEX OFFENDER REGISTRIES
SE._AI}CH New S SURVEYS
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What iIs SEARCH?

www.search.org

A Low-cost (or free) law enforcement training around the U.S.
A Introduction to Computer Crime
A Cell Phone Data Recovery
A Advanced Responders: Search and Seizure of Networks
A Social Networking Website Investigations
A Peer-to-Peer
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What iIs SEARCH?

A Free technical assistance to federal, tribal, state and local LE

A Other resources
A SEARCH ISP List
A SEARCH Investigative Toolbar
A Whitepapers
A LE conference speakers
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Who We Are

Lauren Wagner
High - Tech Crime Training Specialist
lauren@search.org
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Who We Are

Tim Lott
High - Tech Crime Training Specialist
tim@search.org
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Understanding Social

Networking

A Allows people to create
an extended network of
connections to people :
t hrough nfri e

A Allows people to define
Interests, likes and
dislikes, and to find
others with similar tastes

¥ oo e POV

A Allows people to search
for past acquaintances
and make new ones

http://computer.howstuffworks.com/myspace.htm
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%) What is a Social Networking

o o Website?

A Place for people to meet in the virtual world
A Connects people with similar interests

A Additional features may include:
A Blogs

A Picture sharing my

A Video sharing L ————
A Event posting

hi
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http://www.facebook.com/
http://www.tribe.net/
http://www.bebo.com/
http://www.hi5.com/
http://www.ning.com/
http://www.mocospace.com/
http://www.myspace.com/

A Started in 2002 with Friendster

A MySpace started in 2003 (targeted to bands) and
Facebook in 2004 (targeted to college students)

A Now a major part of society, SN trends include:
A Finding information about prospective students
A Finding information about prospective employees
A Cell phone applications
A Marketing

Source:
www.techweb.com
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Popularity

A 2010 Statistics

A Time on SN websites accounts for 23% of all time spent
online in the US

A 48% of 12 -14 year olds have a profile on a social
networking site

A 78% of 15 -18 year olds have a profile on a social
networking site

A 75% of online adults 18  -24 have a profile on a social
network site

A 61% of online adults 25  -34 have a profile on a social

network
Sources: Pew Internet & American Life
Project, Forrester Research and Arbitron
and Edison Research
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Popularity (Facebook)

A #1 worldwide social networking website
A 750 million active users worldwide
A Active users doubling every 6 months
A People spend over 700 billion minutes/month on FB
A Average user has 130 friends

Source:
http://www.facebook.com/press/info.php?statistics
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Popularity (Facebook)

A 3 BILLION photos uploaded monthly
A #1 Photo Sharing Application on the web

A Fastest growing demographic is females ages 55+

A More than 250 million active users currently
accessing Facebook through their mobile devices at
any given time

Source:
http://www.facebook.com/press/info.php?statistics
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Display Name

Picture
More Photos

Details about
User

Information

Wall

ANFroi
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facebook

endso

Search

View Photos of Kate (42)
Send Kate a Message
Poke Kate

Information

Relationship Status:
In a Relationship with
v L RF

Birthday:

December 15, 1981
Current City:
Carolina Beach, NC

Mutual Friends

6 friends in common See Al
bR i F

Friends

180 friends See Al
Ma el W) U

Kate

wall

Info Photos

Write something

Attach

@ %= B

&1, Kate and Michael 5 Long are now friends. + Comment * Like + Add a5 Friend

Y Kate likes Live Bait CB. - Lik=

£1, Kate and Adam Whitlinger are now friends.

Comment + Like © Add a5 Friend

&1, Kate and Abby Are are now friends. - Comment - Like -+ Add a5 Friend

&1, Kate and Patty Mullaugh Burch are now friends. © Comment

Kate Not cool

Mobile Uploads

Like ' Add 25 Friend

Qe. Filters

February 13 at 6:45am via Facebook for BladkBerry® smartphones - Comment - Like - Share

L) view all 4 comments

Mary Pham boooo

| ! February 13 at 4:36pm
Kara Belgiano Rhode Nice...
February 24 at 8:13pm

Write a comment. ..

www.search.org

Create an Ad

Pros Wedding
Photography

Voted "Best of Weddings™ by
Knot brides, Starting at
€395, Full day and you keep
negatives. Click for info and
view online profiles.

D Like

The Perfect
Wedding Idea!

Rent a real photo booth,
Your guests get unlimited
entertainment and party
favors, You get a priceless
photo strip quest book,

Y Like

Free Wedding
1# Chat (0Offline)

12



Popularity (MySpace/My )

A Average of 63 million monthly active users (July
2011)

A Largest growing demographic | users under age 24
A Sold to Specific Media June 29, 2011 where Justin

Timberlake will take an ownership stake and major
role in redevelopment
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Display Name

Picture

Age and Location

Blog (Online Journal

Details about User

Interests

ARFriendsao

SEARCH, The National Consortium for Justice Information and Statistics |

"3 Google

Home Browse Search Invite Film Mail Blog | Favorites Forum Groups Events Videos Music Comedy Classifieds

Jim Dangle

"did he just say xanadan't
it?"

Male
44 years old
Reno, NEVADA
United States

Last Legin: 2/22/2007

T Send Message [E2* Forward to Friend
+8  Add to Friends A Add to Favorites
S Instant Message & Block user

+28, Add to Group 8 Rank User

‘ MySpace URL: ‘
http://wwy renadil

General busting perps, donkey shows,
karaoke, nude sunbathing,
working on my pushups.

Music Amy Grant, techno, the
original Broadway recording of
"Sweet Charity", Morrissey

Movies Hedwig &; the Angry Itch,
Terms of Endearment

Television Golden Girls

Books Little Women

Heroes Raineasha Williams, Liza
Minelli

Groups: the official Reno 911 Fan

club, Police

View All Jim Dangle’s
Groups

's Details

Divorced

Networking, Dating, Serious
Relationships, Friends

Body type: 5' 8"/ Athletic
Ethnicity: White / Caucasian
Zodiac Sign: Leo

Smoke / Drink: Yes/ Yes

Children: Love kids, but not for me
Income: $30,000 to $45,000

Jim Dangle is in your extended network

Jim Dangle’s Latest Blog Entry [Subscribe to this Blog]

[view All Blog Entries]

Jim Dangle’s Blurbs

About me:
T'm a lieutenant an the Reno PD and I make excellent margaritas.

This goes out to thase American Idol judges who said I didn't have the
X-factor...

(i1 Tuhe)

€2® 4 _menu

Who T'd like to meet:

A nice, beautiful black man with soft hands.
Jim Dangle’s Friend Space
Jim Dangle has 5108 friends.

Deputy James _jim dangle Junior Raineesha
Garcia

Trudy Weigel Cheresa Clementine

view All of Jim Dangle ‘s Friends

bim Dangle's Friends Comments |

Displaying 25 of 1844 comments ( View All | Add Comment )

Justin Cross  Jun 24 2007 3:34P

Comedy fans, 1 4

Go wisit this new site,www. thenicheplayers.com this Monday for satirical political and entertainment
interactive palls, and video bios...and tell your friends!! They are also looking for peaple who want t



Types of Social Networking Sites

A There are social networking websites based on the specific
interests of many groups of people

A General (MySpace, Facebook)

A Cell Phones (mocospace)

A Blogging (livejournal, xanga)

A Microblogging (twitter, jaiku)

A Students (classmates.com, graduates.com)

A Religious (holypal, fusion101, koolanoo, naseeb)
A Travel (TravBuddy, WAYN)

A Cultural (MiGente.com, LunarStorm, Grono.net)
A Adult Orientated (fetlife, fuckbook)

List of Social Networking Sites:

http://en.wikipedia.org/wiki/List_of social _networking_websites# note -33
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tribe.net

".:5- ti‘ibe browse
" tribe sowse pos sonn ] jon

tribes » romance & relationships »
Dadd}' on BOY public - created 01/01/04

for kinky adults of any gender who live as a Daddy/'boy, enjoy roleplaying with the Daddy/bay
dynamics, or have an intimate relationship with their biological Father/son.

http://daddyboy.tribe.net

moderated by active members view all 977

« ascendant wr i ave o
- :

(zermany ; 4

131 friends l ” |

ADVERTISEMENT

Amazon.com My Daddy (& 2 ] Frenchie Hooded Towels, ...
I Susan Paradis L A% £  Frenchis Mini Cout
MNew 312.44 bA K MNew $12.99
related tribes Best 50.04 Best $12.99

Gau Dad/Son-
.’L Anenlav = Y—

% Al-cila lovers a8 Furrv and Further confusion 2010 topic & Casey 1 rephy 1130005
.| tribe! . Y . .
¢ WL. . - Anthro Fans So. | was wondering about partying? topic @ Casey 4 replies 09/23/09
! 143 members
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Togetherville

A Bought by Disney in Feb 2011
A Online community specifically designed for kids 6 to 10
A Parents use their personal Facebook profiles to login

Online Neighborhoods for Kids and Their Grownups
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http://www.togetherville.com/

2/ Togetherville
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Offshoots - Microblogging

A Brief text, photos, quotes, links, music, and videos published
to a microblogging site

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 19



http://www.twitter.com/
http://www.jaiku.com/
http://www.tumblr.com/

Offshoots - Microblogging

I Will |
Threaq

Knife Attacks
5:21AM Subject: T will l-c:II
0730AM Subject: Itis raJI
10:53AM Subject: It is bu
11:45AM: Subject: I have

Kato posted his final mess

|
00:10PM Subject: The tirx

nternet
Thanks, @MsV1959, I'm glad my
office could help. We look forward to
working with others like you. knife if the truck becomes umsable "
Help us find savings: www.wastewatchers.ca.gov. Have gotten
nearly a thousand reports, and we're going to look into them.
today."

I'm glad the NBA championship trophy is back where it belongs —
right here in CA. Thanks, Lakers, and congrats.

@TheEllenshow We are eliminating funding but shelters
determine time before euthanization.

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 20




Sidenote T personal accounts

A Tell local officers to be careful what they have on their
personal pages

A Case from NY State Supreme Court in Brooklyn

A NYPD officer posted comment on his Facebook that the
movie "Training Day" was a good lesson in police procedure

AAl so |listed his mood as f@ADevious

A Defense argued he was an overly aggressive officer willing
to break the rules

A Defense stated the officer planted the gun
A Defendant acquitted
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Sidenote T personal accounts

A Make sure your prosecutors are checking the defense experts
In your cases as well

Tami Loehrs FBI: "our mission is to protect you from the most dangerous threats
facing our nation" FBIL: The most dangerous threat facing our nation
February 3 ak 5:54pm

©0 2 people like this,

Matk Myers they are reading this right now
February 3 at 6:06pm

Cara Loehrs hope dave has vour checkbook sa he can bail
wioll ouk

February 3 at 6:13pm

[

David Loehrs F*¥k those guys. Tl pee on them.
ﬁ&’ﬂ. February 3 at &:40pm

Tami Loehrs anaother innocent man falsely acused walks free because of our
work,, .yeah team!!! Too bad law enforcement couldn't figure that out BEFORE they
destroyed his life,

March 13 at 5:52am
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Example Facebook Page

Display Name
Picture

Information

Photos

Details about User
AFriendso
Wall

Other

To Do Do Do Do To Io I»

SEARCH, The National Consortium for Justice Information and Statistics |

JenC 1® Send Message || & Poke

You and Jen See Friendship

Share: [Z Post (@ Photo ¢]] Link '3 Video

somethina
something. 6 Photos of You and Jen

Friends (317) JenC Sponsored Create an Ad

M .

" r

m Brandon
¢#] Andrea
4

.
)

“It's an awfully risky thing, to live."--Carl Rogers Sacramento Bucket List X

Things to do in
Sacramento before you
die. One huge coupon
emailed daily.

& You and 2 others like this.

Julie Gong
! Happy Crushing Cups Day!

See why the luxurious
look of Soapstone is
gaining popularity among
designers, environmental
enthusiasts, celebrity
chefs & homeowners

ing Cups
outube.

m
Nl Carla

79

. o

_

MS Forensic Psychology X

Friendship ﬂ Earn an online MS in

Forensic Psychology.
Covers the field in

ol Mirhaal Rarran likac thic
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Parts of a Profile

A Display Information

Display name
Education/Employment

Birthday

Additional options/contact information

A
A
A
A

Jen C

= Studied Counselor Education and Supervision at Ohio University B Born on July 26

B2 wal
] Info
Photos (323 Share: Post [[@] Photo ¢ Link '§® Video
Jt itiea Write something...
A4 Friends
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 24




Parts of a Profile

A Photos
A Display Photo

A 0 Phot os-d@neloantore photo albums containing one or more
photos

Jen C » Photos

Jen's Photos See All: Photos - Video

wall

=7 mnfo

([¥) Photos (328)
:] Notes

dn . 3
&l Friends Profile Pictures Wall Photos

Friends (317)

ﬁ o
3

2 T

m =

@l Andrea
(<3
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Parts of a Profile

Education and Work

A Info Tab
Education and work
Religious Views
Political Views
Favorite Quotes
Favorite Movies
Favorite Books

To Do Do Do Do To Ix

Basic Info Phiosophy

A Sex Agnostic

A Networks

A Contact Information -
The animals of the world exist for their own reasons. They were not made for
humans any more than black people were made for white, or women created for
men.—-Alice Walker
1 object to violence because when it appears to do good, the good it does is
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 26




Friends

A Friends are the networking in Facebook

A Your friends are people who have requested to have
permissions to view your profile, pictures, videos and blogs
and post information to your page

A Friends can post comments

A Youarelinkedtoa friend network
A Your friends (direct friend network)
A Friends of your friends
A Friends of the friends of your friends
A And on and on (extended friend network)
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Parts of a Profile

, Jen C » Friends
A Friends
Search by Name + |Type a friend's name i lES

A 6Add as Fri s ' el

A3ron # Add as Friend
Abe +1 Add as Friend
.?.b:lg EI_.il. ] +1 Add as Friend
fhdjll:“: +1 Add as Friend
Adam
fi.drlEI:IE'II'IE +1 Add as Friend
ﬁd:iflg |'| E-C arlov
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Parts of a Profile

JenC
"It's an awfully risky thing, to live.™-Carl Rogers

A wall
A Comments from friends
A Updates from user ==
A Photos n” ””"““3“”“5 il
A Videos

£ You and 2 others like this.

Nrite a comment...

Crushing Cups
www. youtube.com

Covia Boyd One of the best videos on the web!!!
B February 15at 11:35am - Like

New New ISH

e )

@,;
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Private Profiles

A If a profile is set to Private , the only way to see the profile is
to be added to their friends list

A Privacy settings are very customizable in Facebook
A Backdoor hacks will often open in order to get into private
profiles

A However, Facebook is vigilant to remove them quickly

A Without a search warrant or subpoena, Facebook will not give
law enforcement access to view private profiles
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Why Create a Facebook Page?

A Undercover (U/C) investigations
A Most U/C Facebook accounts will not make cases
A They will help in establishing credibility as a profile

A Searching Facebook profiles

A In order to use Facebook, you need to be logged in
A You should have a separate account used just for searching
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Considerations:

=4~ U/C Investigations

A If setting up an undercover account:
A Remember general U/C guidelines
A Use an U/C computer

A If doing U/C work as an underage person, make
your profile as realistic as possible by:
A Post often
A Posting lots of pictures
A Having lots of friends
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Considerations:

Searching Profiles

A To use Facebook you need to be logged in

A It is best to have an account of a 14 - or 15 -year -old as your
Asearching accounto

A Only search from a secure IP address
A Do not use this fisearching account

A Use a clean email address for the searching account
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Creating a Facebook Page
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Creating a Facebook Page

A First we must create an email to use for the searching account
A This email should be  OVER 18

A You can use whatever information you want

A Document the information for login purposes

A You will need to access this email account to complete
Facebook account creation
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Go to www.facebook.com

Email Password

facebook B

M K=ep me logged in Forgot your password?

Facebook helps you connect and share with Sign Up
the people in your life. It's free, and always will be.

A First Name: I
25 " 5¢ Last Name:
() 25 Your Email:
PN Re-enter Email:
New Password:

Iam:| Select Sex: [Z]

Birthday: Month:E] Day:E Year:E

Why do I need to provide this?

Create a Page for a celebrity, band or business.
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Email Password

M K=ep me logged in Forgot your password?

Facebook helps you connect and share with Sign Up
the people in your life. It's free, and always will be.

a First Name: | Missy

w > & e Last Name: | Rhodes

Your Email: | missy_formyspace@yahoo.com
25 2 y Re-enter Email: | missy_formyspace@yahoo.com
New Password: eeeeeee

Iam: Female E]

Birthday: | Jun B 8 B 1996E

Why do I need to provide this?

Create a Page for a celebrity, band or business.
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t he CAPTHCA <

i Password
faCEbOOk M K==p me logged in Forgot your password?
Facebook helps you connect and share with Sign Up
the people in your life. It's free, and always will be.

_ 0 Security Check
B 59 N 75 Enter both words below, separated by a space.
_ = D o ' _'._- Can't read the words below? Try different words or an audio captcha.
S Fdent by Qs
' ;‘,_ ; .IIA, Textin the box: confident byrnesl What's this?

T c
have read anc =gree to the Terms of Use and
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Step 2 Step 3
Profile Information Profile Picture

Are your friends already on Facebook?

Many of your frier ready be h earching your email account is the fastest way

to find your friends on

Ere,

aC

n

e! Yahoo!

Your Email: | missy_formyspace @yahoo.com

Find Friends
;13| Windows Live Hotmail Find Friends
AOL Find Friends
<] other Email Service Find Friends
Skip this fﬁen
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Step 1 Step 2 Step 3
Find Friends Profile Information Profile Picture

Fill out your Profile Info

This information will help you find your friends on Facebook,

High School:

College/University:
Employer:
4 Back S!»y% Save & Continue
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 40




Step 1 Step 2
Find Friends Profile Information

Set your profile picture

Upload a Photo

From your computer

Take a Photo

With your webcam

4 Back LL\]‘% Save & Continue
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2l Missy, go to missy_formyspace@yahoo.com to complete the sign-up process.

Go to your email ‘

Missy Rhodes Ei Welcome to Facebook, Missy.
Edit My Profile

Ei welcome
[:Z] News Feed
@ Messages
Events
&0 Friends

& | Create Group...

i?f] Games
2% Apps

[[@] Photos
[£2] Groups
:] Notes

¢]] Links

SEARCH, The National Consortium for Justice Information and Statistics |

7‘ Search your email for friends already on Facebook

Your Email: K missy_formyspace @yahoo.com

Find Friends

Upload a profile picture

Upload a Photo

From your computer

Take a Photo

With your webcam

www.search.org 42




Complete the process from the emaill

What's New JRULTO SR ETES b 4

© From Subject Date x P ¢
Facebook Welcome to Facebook Thu 12/30, 1:45 PM
Facebook Just one more step to get started on Thu 12/30, 1:45 P
&! Yahoo! Welcome to Yahoo! Thu 12/30, 1:42 PM

:one more step to get started on Facebook Full View
fZmSybXizcGFjZUBSYWhvbySjb20@facebocokmail.com> Add to Contacts

Facebook

missy_for

Hi Missy,

Gef started:

To complete the sign-up process, please follow this link:

http: //www_.facebook.com
n /confirmemail.php?e=missy formyspace%40yahoo.com&
c=352044769

You may be asked to enter this confirmation code: 352044769

Welcome to Facebook!

The Facebook Team
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Facebook nSearcho Fea

A Must have a Facebook account to search

A The Search feature makes it easy to search for people
A Search by full name
A Search by email address

A More common names will give more results

A Try to search by the most specific intelligence first
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Facebook nSearcho Fea

facebOOk lauren wagner| I

A From the Facebook page

A Enter information in o oo Lauren agner
6Searcho6 box o o

A Click 6See mor eE

Lauren Wagner
S F‘]\:l< N\

Y"e s u |

[i] News Feed

E,Q Messages Lauren Wagner
Events '
&0 Friends »

Lauren Wagner

— L4 Fountain Sorinas. PA
& ] Create Group... g2 Fountain Springs, PA

@ Games : Lauren Wagner
& Apps 5 &

More ~

. Lauren Wagner

Lauren Wagner
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