San Diego International Conference on
Child & Family Maltreatment

Social Networking: Investigative Tools, Tips, and
Techniques



What is SEARCH?

A Non - profit based in Sacramento, CA

A Funded to offer assistance to law enforcement throughout the
country

A Low-cost (or free) law enforcement training around the U.S.
A Introduction to Computer Crime
A Cell Phone Data Recovery
A Advanced Responders: Search and Seizure of Networks
A Social Networking Website Investigations
A Peer-to-Peer
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What is SEARCH?

A Free technical assistance to federal, tribal, state and local LE

A Other resources
A SEARCH ISP List
A SEARCH Investigative Toolbar
A Whitepapers
A LE conference speakers
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What iIs SEARCH?

www.search.org

I SEARCH

The online resource for justice and public safety decision makers

ABOUT SEARCH PRODUCTS & SERVICES

SEARCH | Celabrating 40 Years of Leadership

JUSTICE,
PUBLIC SAFETY

AND BEYOND

Register Today! 2011 Winter
Membership Meeting

SEARCH News

PROGRAMS

PUBLICATIONS

SEARCH, The National Consortium for Justice Information and Statistics |

CALENDAR

In the Spotlight

SEARCH Offers High-Tech Crime
Investigative Resources

From an Investigative Toolbarto an
ISP List to investigative toolkits,
SEARCH aids high-tech crime
investigators

BJ LEARN MORE

www.search.org

HOME | CAREERS | CONTACTUS
Quick Links

CRIMINAL HISTORY RECORDS

HIGH-TECH INVESTIGATIVE
GUIDES

IDENTITY THEFT

ISP LIST

JIEM® TOOL

PODCASTS

PUBLIC SAFETY ISSUE BRIEFS

SEARCH INVESTIGATIVE
TOOLBAR

SEX OFFENDER REGISTRIES
SURVEYS


http://www.search.org/

Who We Are

Lauren Wagner
High - Tech Crime Training Specialist
lauren@search.org
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Who We Are

Elizabeth Tow
High - Tech Crime Training Specialist
elizabeth@search.org
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Understanding Social

Networking

A Allows people to create
an extended network of
connections to people :
t hrough nfri e

A Allows people to define
Interests, likes and
dislikes, and to find
others with similar tastes

¥ oo e POV

A Allows people to search
for past acquaintances
and make new ones

http://computer.howstuffworks.com/myspace.htm
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%) What is a Social Networking

o o Website?

A Place for people to meet in the virtual world
A Connects people with similar interests

A Additional features may include:
A Blogs

A Picture sharing my

A Video sharing L ————
A Event posting

hi
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http://www.facebook.com/
http://www.tribe.net/
http://www.bebo.com/
http://www.hi5.com/
http://www.ning.com/
http://www.mocospace.com/
http://www.myspace.com/

Types of Social Networking Sites

A There are social networking websites based on the specific
interests of many groups of people

A General (MySpace, Facebook)

A Cell Phones (mocospace)

A Blogging (livejournal, xanga)

A Microblogging (twitter, jaiku)

A Students (classmates.com, graduates.com)

A Religious (holypal, fusion101, koolanoo, naseeb)
A Travel (TravBuddy, WAYN)

A Cultural (MiGente.com, LunarStorm, Grono.net)
A Adult Orientated (fetlife, fuckbook)

List of Social Networking Sites:

http://en.wikipedia.org/wiki/List_of social _networking_websites# note -33
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Popularity (Facebook)

A #1 worldwide social networking website
A 750 million active users worldwide
A Active users doubling every 6 months
A People spend over 700 billion minutes/month on FB
A Average user has 130 friends

Source:
http://www.facebook.com/press/info.php?statistics
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Popularity (Facebook)

A 3 BILLION photos uploaded monthly
A #1 Photo Sharing Application on the web

A Fastest growing demographic is females ages 55+

A More than 250 million active users currently
accessing Facebook through their mobile devices at
any given time

Source:
http://www.facebook.com/press/info.php?statistics
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Display Name

Picture
More Photos

Details about
User

Information

Wall

ANFroi

SEARCH, The National Consortium for Justice Information and Statistics |

facebook

endso

Search

View Photos of Kate (42)
Send Kate a Message
Poke Kate

Information

Relationship Status:
In a Relationship with
v L RF

Birthday:

December 15, 1981
Current City:
Carolina Beach, NC

Mutual Friends

6 friends in common See Al
bR i F

Friends

180 friends See Al
Ma el W) U

Kate

wall

Info Photos

Write something

Attach

@ %= B

&1, Kate and Michael 5 Long are now friends. + Comment * Like + Add a5 Friend

Y Kate likes Live Bait CB. - Lik=

£1, Kate and Adam Whitlinger are now friends.

Comment + Like © Add a5 Friend

&1, Kate and Abby Are are now friends. - Comment - Like -+ Add a5 Friend

&1, Kate and Patty Mullaugh Burch are now friends. © Comment

Kate Not cool

Mobile Uploads

Like ' Add 25 Friend

Qe. Filters

February 13 at 6:45am via Facebook for BladkBerry® smartphones - Comment - Like - Share

L) view all 4 comments

Mary Pham boooo

| ! February 13 at 4:36pm
Kara Belgiano Rhode Nice...
February 24 at 8:13pm

Write a comment. ..

www.search.org

Create an Ad

Pros Wedding
Photography

Voted "Best of Weddings™ by
Knot brides, Starting at
€395, Full day and you keep
negatives. Click for info and
view online profiles.

D Like

The Perfect
Wedding Idea!

Rent a real photo booth,
Your guests get unlimited
entertainment and party
favors, You get a priceless
photo strip quest book,

Y Like

Free Wedding
1# Chat (0Offline)

11



Popularity (MySpace/My )

A Average of 63 million monthly active users (July
2011)

A Largest growing demographic | users under age 24
A Sold to Specific Media June 29, 2011 where Justin

Timberlake will take an ownership stake and major
role in redevelopment
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Display Name

Picture

Age and Location

Blog (Online Journal

Details about User

Interests

ARFriendsao

SEARCH, The National Consortium for Justice Information and Statistics |

"3 Google

Home Browse Search Invite Film Mail Blog | Favorites Forum Groups Events Videos Music Comedy Classifieds

Jim Dangle

"did he just say xanadan't
it?"

Male
44 years old
Reno, NEVADA
United States

Last Legin: 2/22/2007

T Send Message [E2* Forward to Friend
+8  Add to Friends A Add to Favorites
S Instant Message & Block user

+28, Add to Group 8 Rank User

‘ MySpace URL: ‘
http://wwy renadil

General busting perps, donkey shows,
karaoke, nude sunbathing,
working on my pushups.

Music Amy Grant, techno, the
original Broadway recording of
"Sweet Charity", Morrissey

Movies Hedwig &; the Angry Itch,
Terms of Endearment

Television Golden Girls

Books Little Women

Heroes Raineasha Williams, Liza
Minelli

Groups: the official Reno 911 Fan

club, Police

View All Jim Dangle’s
Groups

's Details

Divorced

Networking, Dating, Serious
Relationships, Friends

Body type: 5' 8"/ Athletic
Ethnicity: White / Caucasian
Zodiac Sign: Leo

Smoke / Drink: Yes/ Yes

Children: Love kids, but not for me
Income: $30,000 to $45,000

Jim Dangle is in your extended network

Jim Dangle’s Latest Blog Entry [Subscribe to this Blog]

[view All Blog Entries]

Jim Dangle’s Blurbs

About me:
T'm a lieutenant an the Reno PD and I make excellent margaritas.

This goes out to thase American Idol judges who said I didn't have the
X-factor...

(i1 Tuhe)

€2® 4 _menu

Who T'd like to meet:

A nice, beautiful black man with soft hands.
Jim Dangle’s Friend Space
Jim Dangle has 5108 friends.

Deputy James _jim dangle Junior Raineesha
Garcia

Trudy Weigel Cheresa Clementine

view All of Jim Dangle ‘s Friends

bim Dangle's Friends Comments |

Displaying 25 of 1844 comments ( View All | Add Comment )

Justin Cross  Jun 24 2007 3:34P

Comedy fans, 1 3

Go wisit this new site,www. thenicheplayers.com this Monday for satirical political and entertainment
interactive palls, and video bios...and tell your friends!! They are also looking for peaple who want t



Why Create a Social Networking Page?

A Undercover (U/C) investigations
A Most U/C accounts will not make cases
A They will help in establishing credibility as a profile

A Searching profiles

A In order to use social networking sites for searching, you
need to be logged in

A You should have a separate account used just for searching

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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Considerations:

=4~ U/C Investigations

A If setting up an undercover account:
A Remember general U/C guidelines
A Use an U/C computer

A If doing U/C work as an underage person, make
your profile as realistic as possible by:
A Post often
A Posting lots of pictures
A Having lots of friends

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 15




Considerations:

Searching Profiles

A To use social networking sites you should be be logged in

A It is best to have an account of a 14 - or 15 -year -old as your
Asearching accounto

A Only search from a secure IP address
A Do not use this fisearching account

A Use a clean email address for the searching account

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 16




Creating a MySpace Page

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 17




Creating a Profile

A Need an email account to tie the MySpace account
to

A Initial setup
A Editing profile information
A Customize your profile

A MixMap

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 18



Discover Sign up « Login

People Music Video Games TV ED Movies ®ED Topics More v Help Sign up Login

MON’T FORGEI'}' Is ﬁearw_ing ForP_Se'zit:'u; T_ailltlent ' )
]’HELYR'GS ' ew Winners Picked Daily! =

2010 Top Stories ldioiiil) All your faves for free

3,406,825 Free music * Free games * Free TV

people just shared what
they’re into. Wl Sign up free /

Already have an account? Login

FARKLE Jim Heffernan 3 g
# Mashup your k Likes and public profile

info to create a p: al entertainment stream in
just one step. Learn More

' Cali Swag
,- District

#1 MOVIE CLIP @ #eecronicavios: @ e arest

Fish Master GET YOUR HOLIDAY SPIRIT ON |
X DOWNLOAD FREE

" CHRISTMAS MUSIC 2
e s
7] amazon .
maz

d"ﬂ’u 104,862 #8 TV SHOW
people in Games ]

=y right Free Holiday Music Downloads
- .. 2 ight
SO A NAKED PRIEST __

VarAT e '~ A PAN
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Creating a Personal Space

Sign up in less than 60 seconds. Already have an account? | Login

1 Create your account

Or, Mashup with Facebook

Account Type Mashup your Facebook Likes and public profile info to
mal , (@ Personal Musician Comedian Filmmaker
What's this’ create a personal entertainment stream in just one step.

_f“ Connect with Facebook
First Name  Liz
Last Name = Search

Email  liz.search01@gmail.com

Password esesssssse

Confirm Password eesssessee

O TR L R N

Bithday | Jun =] & [=] 1996 [+]

Gender Male (@ Female

axPBC7D

(™ Refresh

Please enter the text from the image above:

and letters

NXDBCTD|

ace terms of

service a acy policy.

Sign up free

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 20




A quick little safety reminder!

ivate (e.g., your address, phone number, etc), and don't post a
ighted images. [ pho y ] Fair warning: if you violate these terms, your

account will be del

People aren't always who they say they are, so think twice before communicating with
strangers or meeting them in person. If you must meet IRL, do it in public and bring a trusted
friend or adutt

Help us clean house by reporting a arassment, hate speech, or inappropriate content. If
u're the target of such behavior, talk about it with a trusted adult and report it to Myspace
and/or the authorities.

By clicking “Continue to Myspace™ you agree that you have read and understood these safety

reminders.
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Creating a Personal Space

Sign up in less than 60 seconds.

2 Update your profile

You're the newest member of Myspace!

Now that you're all signed up, review and edit the info below to make sure it's correct. Friends will see this info when visiting your profile

Upload a photo Take a photo Liz Search

Female 14
First Name  Liz Sacramento, California

us

LastName = Search

Gender Male @) Female

myspace.com/ | liz.search01 v

Country | United States

]

state = California

]

City = Sacramento

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 22




Sign up in less than 60 seconds.

3 Add people and interests

Suggestions

I The Black Eyed Peas diplo She Feelin Me LedBeat

Led
Beat

Gene Chandler NeverShoutNever Julio Chaidez John & Yoko and The

Music<3 Birdman

Search your address book for friends that are already here.

(~ Mail ~oxE Mail Search for friends on Myspace
| 0Ot

” 7
k7 Windows Live Hotrmal t m

= . Uy it
& 7 Windows Live Messenger e .] Outlook

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 23



Verify Your Email Address

Discover & My

Profile Mail Friends Photos Music Video Games Topics HED More v

Help Sign Out

You still need to confirm your email address
To do this, click the confirmation link in the email we sent to: liz.search01@gmail.com ECREncEonnton e

Welcome Liz, lets get you all set up. A
v Create your account
2 Add photos so your friends can recognize you

Choose your profile image
ou can upload an image or use a webcam.

Upload a photo Take a photo

v Add your basic profile info

| Friends online
@ status & Mood Upload Photos @ m¢( [
‘ - Unread message

Upcoming birthdays

Upcoming events

» Highlights Live

Allupdates ¥ | Allfriends ¥

Full grid view »

Your Background is Naked!

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 24




Verify Your Email Address

Gmail Calendar Documents Reader Web more v

liz.search01@gmail.com | Settings | Help | Sign out

: . Show search options
G ‘».,1 ) |I Search Mail Search the Web | & 2= hier
Mail Local Coupons - www.Groupon.com - 1 ridiculously huge coupon a day. Get 50-90% off your city’s best! About these ads
Contacts
Tasks v Archive Reportspam Delete Movetov Labelsvw More actions v = Refresh 1-50f5
i ify v il - Hey Liz, Thanks for joining Mysg :
ComRo 1 Myspace (3) Liz, please verify your email - Hey L har or joining My 10:28 am
Myspace Get started on Myspace - Velcome Thanks f ) 9:52 am

Inbox (3) : E et -

[ Gmail Team Customize Gmail with colors and themes - To spice up your inbox with colors o 9:43 am
Buzz @ ;
Starred 77 | Gmail Team Import your contacts and old email - You can import your contacts and mail from mai 9:43 am
Sent Mail ] Gmail Team Get Gmail on your mobile phone - Access Gmail on your mobile phone The days of needing y 9:43 am
Drafts
Personal
Travel
6 morev

v Archive Reportspam Delete Movetow Labelsv More actions v | Refresh 1-50f5
Chat ~l[=
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 25



Verify Your Email Address

LIZ: Buy. Sell. or Hold? - www.TheBestNewsletters.com - Don't trade LIZ until you get our trusted free weekly trading adv

« Back to Inbox = Archive Reportspam Delete =~ Movetov Labelsv  More actions v

Liz, please verify your email 1nbox |x

Myspace to me 9:52 AM (4 hours ago) Reply

Images are not displayed.
Display images below - Always display images from noreply@message myspace com

Hey Liz,

Thanks for joining Myspace, you're almost done

Complete the process by clicking the link below:

 Verify y . ,»'{
Bt S isidhion!

Or visit this link
http:/iwww.myspace.com/home?code=5f89f4dd-ca18-4f58-91ad-0d473a44bbf7#pm_cmp=0_5093_
notif
To turn off notifications, update your account settings
Reply Forward
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Discover

Profile Mail Friends Photos Music Video Games Topics | Sign Out

Liz

Edit Profile
Advertisement
Stream
Allupdates Status Photos Topics Music Bulletins
AL Friends
7 mins ago
Comments Liz Search has joined Myspace! Liz has 1 friends View:All Online New
Badges
Comment - Like - Share
Myspace
Comments
No data for this module!
Blurbs
Photos
About me:
No data for this module’ 'R T
' . Who I'd like to meet:
Badges Details
Status: Single
View all

Zodiac Sign: Gemini

No data for this module!
Schools

No data for this module!

Interests

Comianies
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Creating a Facebook Page
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Creating a Facebook Page

A First we must create an email to use for the searching account
A This email should be  OVER 18

A You can use whatever information you want

A Document the information for login purposes

A You will need to access this email account to complete
Facebook account creation

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 29




Go to www.facebook.com

Email Password

facebook B

M K=ep me logged in Forgot your password?

Facebook helps you connect and share with Sign Up
the people in your life. It's free, and always will be.

A First Name: I
25 " 5¢ Last Name:
() 25 Your Email:
PN Re-enter Email:
New Password:

Iam:| Select Sex: [Z]

Birthday: Month:E] Day:E Year:E

Why do I need to provide this?

Create a Page for a celebrity, band or business.

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 30




Email Password

M K=ep me logged in Forgot your password?

Facebook helps you connect and share with Sign Up
the people in your life. It's free, and always will be.

a First Name: | Missy

w > & e Last Name: | Rhodes

Your Email: | missy_formyspace@yahoo.com
25 2 y Re-enter Email: | missy_formyspace@yahoo.com
New Password: eeeeeee

Iam: Female E]

Birthday: | Jun B 8 B 1996E

Why do I need to provide this?

Create a Page for a celebrity, band or business.
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t he CAPTHCA <

i Password
faCEbOOk M K==p me logged in Forgot your password?
Facebook helps you connect and share with Sign Up
the people in your life. It's free, and always will be.

_ 0 Security Check
B 59 N 75 Enter both words below, separated by a space.
_ = D o ' _'._- Can't read the words below? Try different words or an audio captcha.
S Fdent by Qs
' ;‘,_ ; .IIA, Textin the box: confident byrnesl What's this?

T c
have read anc =gree to the Terms of Use and
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Step 2 Step 3
Profile Information Profile Picture

Are your friends already on Facebook?

Many of your frier ready be h earching your email account is the fastest way

to find your friends on

Ere,

aC

n

e! Yahoo!

Your Email: | missy_formyspace @yahoo.com

Find Friends
;13| Windows Live Hotmail Find Friends
AOL Find Friends
<] other Email Service Find Friends
Skip this fﬁen
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 33




Step 1 Step 2 Step 3
Find Friends Profile Information Profile Picture

Fill out your Profile Info

This information will help you find your friends on Facebook,

High School:

College/University:
Employer:
4 Back S!»y% Save & Continue
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 34




Step 1 Step 2
Find Friends Profile Information

Set your profile picture

Upload a Photo

From your computer

Take a Photo

With your webcam

4 Back LL\]‘% Save & Continue

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 35




2l Missy, go to missy_formyspace@yahoo.com to complete the sign-up process.

Go to your email ‘

Missy Rhodes Ei Welcome to Facebook, Missy.
Edit My Profile

Ei welcome
[:Z] News Feed
@ Messages
Events
&0 Friends

& | Create Group...

i?f] Games
2% Apps

[[@] Photos
[£2] Groups
:] Notes

¢]] Links

SEARCH, The National Consortium for Justice Information and Statistics |

7‘ Search your email for friends already on Facebook

Your Email: K missy_formyspace @yahoo.com

Find Friends

Upload a profile picture

Upload a Photo

From your computer

Take a Photo

With your webcam

www.search.org 36




Complete the process from the emaill

What's New JRULTO SR ETES b 4

© From Subject Date x P ¢
Facebook Welcome to Facebook Thu 12/30, 1:45 PM
Facebook Just one more step to get started on Thu 12/30, 1:45 P
&! Yahoo! Welcome to Yahoo! Thu 12/30, 1:42 PM

:one more step to get started on Facebook Full View
fZmSybXizcGFjZUBSYWhvbySjb20@facebocokmail.com> Add to Contacts

Facebook

mISSY_Tor

Hi Missy,

Gef started:

To complete the sign-up process, please follow this link:

http: //www_.facebook.com
n /confirmemail.php?e=missy formyspace%40yahoo.com&
c=352044769

You may be asked to enter this confirmation code: 352044769

Welcome to Facebook!

The Facebook Team
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Searching MySpace

A There are several ways to find people on MySpace
A Email address, real name, display name
A MySpace URL, friendID

A There are several ways to find iInformation on MySpace
A Gang monikers/Affiliations
A Nicknames
A Drug use
A Connections between people
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Searching MySpace

A In order to view pictures, videos and other aspects of profiles,
you need to be logged in to MySpace

A You will want to create a special searching only  MySpace
account

A Be sure not to view MySpace profiles from home or work
computer (in case of IP trackers)

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 39




:ﬁ:.f;_»._..- __ Searching MySpace

People Searching

40




MySpace Search Feature

A The Search feature makes it easy to search for people
A Search by full name
A Search by email address
A Search by display name

A More common names will give more results

A Try to search by the most specific intelligence first
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Discover & My st

liz Search’ in People

Home Profile Mail Friends Photos Music Video Games Topics (HEWD
liz Search’in Music

liz Search’ in Videos

Who's Been Searching You?

: liz Search' in Photos
Click Here At Mylife To See Who's Been Searching For Y{

liz Search’ in Games

liz Search'in Events
liz Search’ in Myspace

3,000 Results liz Search' in Web |
Browse People =

B Full Network My Friends
Basic Advanced

V] Show only users who have photos

7
Gender Female v -
» | -
Ages 16 v to 35 o
Status ¥ No preference
Religion: ¥ No preference Jessica Ponce Alyssa Lopez Crystal Tsinnijinnie Tiffanie Bokor Dennalee shinn

Education: ¥ No preference

o
Located Within  United States v ;‘l’

st
Any Distance v

from

L

Update Krystal Sanchez janelle. Wanna delete... ~*rObLeDo*~ AnGelicka g SLeepy

Search your address book for
friends that are already here.

Gumail

Mail
Yook Mal Amber Inman Natalie Torres >>ANNIE<< @v[[Jessica... Jessica Crosson

r i
& 7 windows Live Messenger

r'z:l Outlook
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Search Features

Use d-ilter by 6drop

down option to refine
searches O
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