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Portable Apps as an Investigative Tool



What is SEARCH?

e Non-profit based in Sacramento, CA

e Funded to offer assistance to law enforcement throughout the
country

e Low-cost (or free) law enforcement training around the U.S.
e Introduction to Computer Crime
e Cell Phone Data Recovery
e Advanced Responders: Search and Seizure of Networks
e Social Networking Website Investigations
e Peer-to-Peer
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What is SEARCH?

e Free technical assistance to federal, tribal, state and local LE

e Other resources
e SEARCH ISP List
e SEARCH Investigative Toolbar
e Whitepapers
e LE conference speakers
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What is SEARCH?

I SEARCH

www.search.org

The online resource for justice and public safety decision makers

ABOUT SEARCH

SEARCH | Celabrating 40 Years of Leadership

JUSTICE,
PUBLIC SAFETY

AND BEYOND

Register Today! 2011 Winter
Membership Meeting

SEARCH News
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PRODUCTS & SERVICES

PROGRAMS

PUBLICATIONS

CALENDAR

In the Spotlight

SEARCH Offers High-Tech Crime
Investigative Resources

From an Investigative Toolbarto an
ISP List to investigative toolkits,
SEARCH aids high-tech crime
investigators

BJ LEARN MORE

HOME | CAREERS | CONTACTUS
Quick Links

CRIMINAL HISTORY RECORDS

HIGH-TECH INVESTIGATIVE
GUIDES

IDENTITY THEFT

ISP LIST

JIEM® TOOL

PODCASTS

PUBLIC SAFETY ISSUE BRIEFS

SEARCH INVESTIGATIVE
TOOLBAR

SEX OFFENDER REGISTRIES
SURVEYS


http://www.search.org/

Who We Are

Lauren Wagner
High-Tech Crime Training Specialist
lauren@search.org
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Who We Are

Elizabeth Tow
High-Tech Crime Training Specialist
elizabeth@search.org
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Portable Apps

http://portableapps.com/

. PORTABLEAPPS.COM

S YOUR DIGITAL LIFE, ANYWHERE ™

e Can be run from USB Thumb Drive on any Windows computer
o Little evidence of use left on computer hard drive
e Forensic evidence typically located on thumb drive
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Portable Apps

e Can be an investigative tool
e If you have no access to an undercover computer
e If you have to use multiple computers as part of your job

e If you have no other tools available to capture evidence,
portable apps can be used as a non-forensic tool
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Portable Apps

e Allow you to configure applications to use on multiple
computers

e Programs include:
o Firefox
o EXif Viewer
e Command Prompt
e MD5 Analyzer
e Antivirus
e Chat Program
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Portable Apps

e There is a full portable apps suite
e http://portableapps.com/download

e OR you can download programs individually
e http://portableapps.com/apps
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Sidenote - Viewing USB Devices

e You can access the registry to see what USB devices have
been plugged into the computer

e Or programs are available that can more easily show what
USB devices have been plugged into a computer

e Helix
e USBDeview
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Sidenote - USBDeview

USBDeview is a free download

e http://download.cnet.com/USBDeview/3000-2094_4-
10614190.html?tag=mncol

e Run on the computer in question to see list of USB Devices
May NOT be FORENSIC!!
| €% USBDeview = === 1

File Edit View Options Help

| X0 oo HEEE A

Device Mame Description Device Type Created Date Connected o
%PDrt_#ﬂﬂOl.Hub_#ﬂOOZ T¥M Flash Disk USE Device Mass Storage 5/18/201011:12:34... Mo
‘E’Pnrt_#ﬂﬂﬂl.Hub_#ﬂUUE Apple iPod USE Device Mass Storage 5/18/201011:12:34... Mo
%PDrt_#ﬂﬂOl.Hub_#ﬂOOZ USE Mass Storage Device Mass Storage 5/18/201011:12:34... Mo
‘E’Pnrt_#ﬂﬂﬂl.Hub_#ﬂUUE Memorex TD Classic 003C US...  Mass Storage 5/18/201011:12:34... Mo
%PDrt_#ﬂﬂOl.Hub_#ﬂOOZ Kingston DataTraveler 2.0 USB... Mass Storage 7/6/2010 4:35:34 PM Mo
‘E’Pnrt_#ﬂﬂﬂl.Hub_#ﬂUUE Kingston DataTraveler 20 USB... Mass Storage 5/18/201011:12:34... Mo E
%PDrt_#ﬂﬂOl.Hub_#ﬂOOZ Kingston DataTraveler 2.0 USB... Mass Storage 5/18/201011:12:34... Mo
‘E’Pnrt_#ﬂﬂﬂl.Hub_#ﬂUUE Kingston DataTraveler 20 USB... Mass Storage 6/4/2010 £:52:18 PM Mo

QEP Port_#0001 . Hub_#0002 'WDC WD12 00VE-00KWTO US...  Mass Storage 5/18/201011:12:34... Mo
‘E’Pnrt_#ﬂﬂﬂl.Hub_#ﬂUUE Utl63 USB2FlashStorage USB .. Mass Storage 5/18/201011:12:34... Mo
%PDrt_#ﬂﬂOl.Hub_#ﬂOOZ USE Device Mass Storage 5/18/201011:12:34... Mo
‘E’Pnrt_#ﬂﬂﬂl.Hub_#ﬂUUE USE Device Mass Storage 5/18/201011:12:34... Mo -
4 T L
9§ item(s), 1 Selected HirSoft Freeware. httpilhwww.nirsoft.net  ch ids is not loaded
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Portable Apps

e When you download a portable app, these are just the
program files, the programs are not yet installed

e You have to run the program files and install the programs
individually

e The thumb drives provided already have the apps installed
and configured

e If you want to add a new app to this thumb drive you will
need to run the program files and install the programs
individually
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Portable Apps Contents

e Audacity: audio editor and recorder

e ClamWin: antivirus

e CommandPrompt: link to a customizable command prompt
o Firefox: web browser

e FoxitReader: PDF reader
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Portable Apps Contents

e IrfanView: photo and image editor
o KVIrc: full-featured IRC chat client
e Lightscreen: screenshot tool

e OpenOffice: word processor, spreadsheet, presentations with
Microsoft compatibility
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Portable Apps Contents

e Pidgin: chat with AOL, MSN and Yahoo users
e Skype: instant messaging, video chat and phone calls
e VLC: media player that plays most audio and video formats

e Visualizer Lite for Facebook and MySpace: Mapping tool that
creates a visual representation of top friends
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Portable Firefox

e Allows user to run Firefox from USB Thumb Drive
http://portableapps.com/apps/internet/firefox_portable

e (Can personalize browser and use on various computers

e Saves browsing history, cache & passwords to the thumb
drive

e Does NOT leave any trace of browsing history on computer
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Firefox Portable

e This firefox can be configured to run any add-ons that you
want

e Some of the configuration settings may need to be changed to
install the add-ons

e For example, before the SEARCH Toolbar can be installed
the cache in the browser needs to be increased
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e To download Add-ons select ‘Tools’ then ‘Add-ons’

&) Google - Mozilla Firefox
File Edit View History Bookmarks Help

-" Google Downloads Ctrl+J
% ‘L:z— > _.' http:,r',f’wwﬁ Add-ons Ctrl+Shift+ A
— e ' Set Up Sync...
2 Most Visited | | Getting Started | | p
3 % Live IP Address »
T ] n( Java Console
Web Images Videos Maps Ney Error Console Ctrl+Shift+)
Web Console Ctrl+Shift+K
Page Info

Start Private Browsing Ctrl+Shift+P
Clear Recent History... Ctrl+Shift+Del

Options
% DownloadHelper s
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Add-ons

e A new tab with your current Extensions will open
e This is where you your current Extensions

@ Add-ons Manager - Mozilla Firefox o=@ |@
File Edit View History Bookmarks Tools Help
i-‘l Google & Add-ons Manager x l + l 7
%] [se0 )
% DownloadHelper 4.9.4
Download videos and images from many sites More Options Disable Remove
¥ Get Add-ons
=
* Java Console 6.0.24
.ﬁ Extensions More Disable
. = LiveIP Address 1.83 2
J{» Appearance . : , , _ =
Llb) Displays permanently your live IP address on Firefox's status bar. More Disable Remove
- .
Plugins . SRR . Ib
‘ﬁ SEARCHinvestigative Community Toolbar 3.6.0.10
Delivers all our best apps to your browser. More Options Disable Remove
’* ShowlIP 1.0
Show the IP address of the current page in the status ... More Options Disable Remove
g] Thumbnail Zoom 1.4.3
Zooms thumbnail pictures from a set of sites includin... More Options Disable Remove
Yontoo Layers 1.20.00 N
v Yontoo Layers Runtime More Disable Remove
Freeze.com NetAssistant is incompatible with Firefox 5.0.1. o
x | no domain 98.238.225.143
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) Add-ons

Select 'Get Add-ons’

@ Add-ons Manager - Mozilla Firefox

File Edit View History Bookmarks Tools Help
€ Add-ons Manager x | + |

i'.‘ Google

€

.i Get Add-ons N

tt Extensions

/(» Appearance

i Plugins

x no domain

A

FoxClocks
FoxClocks let you keep
an eye on the time
around the world

Featured Add-ons

Read It Later
Save pages to read
later with just one

click. When you have
time, access your rea

|
it Back and Relax -

dd-ons that help you on your travels!

fo o=
3 -] [Seorchallas »
N
X .
) //, 4
S ——
L : =
oy
= o4 i
InvisibleHand Minimap Sidebar | ,

Automatically get the
lowest price when you
shop online or search
for flights.

F—
e
Integrated Gmail

Gmail + Google
Calendar + Google
Reader + ... + Gmail
Labs = Integrated Gm

The Minimap Addon
gives you a suite of
built-in maps and

mapping tools for yo

KaV
Yoono: Twitter Fa
All your social
networks and instant
messaging in one easy
to use app - it's the #

N

98.238.225.143
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Add-ons

e In the top right corner, type in the add-on you are searching
for in the ‘Search all add-ons’ box and press ‘Enter’

o 108 Search all add-ons po

It - | LivelP »
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Add-ons

e Choose the desired add-on and select ‘Install’

L 3 &~ | LivelP e

Name Last Updated Best match ~

Search: My Add-ons

‘:—-V-\f_\\: Search
Live IP Address 1.83
i‘ Get Add-ons .i

Retrieves your Live IP Address and displays it on Firefox's status bar...Additional features...

e Once add-on is downloaded, select ‘Restart now’

+/ Live IP Address will be installed after you restart Fire
Live IP Address 1.83 W L e

‘ﬂ Displays permanently your live IP address on Firefox's status bar. More
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e See SEARCH white paper for a list of helpful investigative add-
ons

e Linky

e PrintPDF

e Video DownloadHelper
e Download Statusbar

e Screengrab

e Live IP Address

e ShowlP

e UnMHT

e Thumbnail Zoom

e Xmarks
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& Firefox Portable Exercise

Install Firefox Add-on together
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Firefox Portable

e Go to 'Tools’ and ‘Options’

@ Welcome to Firefox - Moazilla Firefox

File Edit View History Bookmarks [Tools| Help

- c_‘ 7y s Web Search Ctrl+ K
2 Most Visited || Getting Started Downloads Ctrl+]
Add-ons
#» Welcome to Firefox -
Error Console Ctrl+5hift+]
& Moazilla Firefox is free and open sour
Page Info

Start Private Browsing  Ctrl+Shift+P
Clear Recent History... Ctrl+5Shift+Del

Options...
A [
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e (Click on ‘Advanced’

Options

] _[= - s 7 f\
e (/'1‘ ..... ]!_j =

General Tabs Content  Applications  Privacy  Security

Advance%

General} Network[ Updaté] Encryption |

Accessibility
("] Always use the cursor keys to navigate within pages
["] Search for text when I start typing

("] Warn me when web sites try to redirect or reload the page

Browsing
[¥] Use autoscrolling
("] Use smooth scrolling

(V] Check my spelling as I type

System Defaults
[ Always check to see if Firefox is the default browser on startup l Check Now

[¥] Submit crash reports

ok || cancel | [ Hep
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Firefox Portable

e (Click on ‘Network’
e Increase the cache to 50 MB
e Click ‘OK’ =

Options
a [ f\
i il <>
_‘ =i HE =

General Tabs Content  Applications  Privacy  Security = Advanced

= >
—— -

General | Network | Update i Encryptionl
Wy

Connection

Configure how Firefox connects to the Internet

Offline S

Use up tp B of space for the cache Clear Now

V] Tel ghvebsite asks to store data for offline use Exceptions...

The following websites have stored data for offline use:

Remove
OK } [ Cancel 1 [ Help
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Sidebar - The SEARCH Toolbar

e Now you can install the SEARCH Toolbar
e The SEARCH Toolbar will assist you in your investigations

e Free download from
www.searchinvestigative.ourtoolbar.com

£ -|Q- v | B3 Go By Seek- | I/P- @ Cell- kg 802.11- ] SN- = ISP LIST 3 SEARCH.org- News [0]-

28
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IrfanView Portable

e IrfanView is an image viewing and manipulation program
o IrfanView will also allow you to view exif data on images

& IrfanView Portable
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Viewing Exif

e EXxif data is information embedded in photographs by the
device taking the picture

e May contain:
e Make/model of camera
e Serial number of camera
e Creation time and date
e GPS coordinates where photo was taken

e To view exif data you need a specialized viewer; IrfanView is
installed on the portable apps thumb drive
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Viewing Exif

e To view exif data
e Open IrfanView Portable
e Open ‘File’ and select the image

B photo.JPG - IfanView (Zoom: 1230 x 919)

File Edit Image Options View Help
*:Open
Look in: Ml Desktop v (_? > = RS

o Libraries
A etow

1% Computer

Eil Network

@ VMware Shared Felders
Dallas CAC 2011
Dallas Port Apps
Desktop
FV
OJIDP
SN Snags

[z Elizabeth (FS1Staff Folders) (Z) - Shortcut

e horse.jpg

% horse-cartoonl.gif

& photo.JPG

N
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' Viewing Exif

% photo PG - IfanView (Zoom: 1230 x919) =N ES)

File Edit Image Options View Help

EEEX (DE920QQessE » XX

4 L} »

2502x1936x24 BPP  3/3 47% 153 MB /1436 MB 8/1/2011 /09:00:16
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Viewing Exif

e To view exif data
o Left click on ‘Image Information’
e Keyboard shortcut is Ctrl + I

* photo.JPG - IfanView (Zoom: 1230 x 919) p | B

File Edit Image Options View Help

SEERX {BE9] QX@‘ Qe lm » XN

IrfanView - Image properties
File name: photo.JPG
Directory: C:\Usershetow\Desktoph
Full path: C:\Users\etow\Desktop\photo.JPG
Compression: JPEG
Resolution: 72 % 72 DPI @
Original size: 2592 1936 Pixels (5.02 MPixels) (4:3)
Current size: 2592 % 1936 Pixels (5.02 MPixels) (4:3) =
Print size (from DPI): 91.4 % 68.3 cm; 36.0 % 26.9 inches
Original colors: 16,7 Milions (24 BitsPerPixel)

Current colors: 16,7 Milions (24 BitsPerPixel)

Number of unique colors: 130883 [¥] Auto count

Disk size: 1.53 MB (1,601,656 Bytes]
14.36 MB (15,054,376 Bytes)

Current directory index: 3 / 3

Current memory size:

File date/time:

8/1/2011 / 09:00:16

Loaded in:

109 miliseconds

EXIF info* LComment
OK
| IPTC info

or
e
-
<

2592x1936x24 BPP  3/3 47% 1.53 MB/14.36 MB 8/1/2011 / 09:00:16

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 33




Viewing Exif

photo.JPG - EXIF Info [
e To view exif data EXIF Tog Vabe '
ComponentsConfiguration ~ YCbCr
I \ H * Y ShutterSpeedValue 1/1676 seconds
e Click ‘EXIF info Tt L
MeteringMode Average
® KeYboa rd Shortcut Ctrl + E Flash Flash not fired, auto mode
| FocalLength 3.85mm
| FlashPixVersion 0100
ColorSpace sRGB
. . Yz . ExifimageWidth 0 ey
To view the picture’s longitude and dimsgetegt 0
. SensingMethod One-chip color area sensor
latitude on a map Epomrsilocs P
i - - - White Balance Auto
« Click ‘Show In GeoHack-Wiki" | sowirive S
Shamness Hard -
| GPS information:
| GPSLatitudeRef N
| GPSLatitude 32 44.94 0(32.745000)
| GPSLongtudeRef w
| GPSLongitude 97 5.50 0(57.091667) L
GPSTimeStamp 18 24 650
GPSImgDirectionRef True direction
i GPSImgDirection 22134
| Thumbnail: s
Copy to clipboard ] [ Exit J [ Show in Google Earth J
(Show in GeeoHack-Wikil
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 34
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Lightscreen Portable

o After Lightscreen is installed, open LightscreenPortable.exe
from the LightScreenPortable folder

e A new window will open to specify output and other
configuration options

o Options - Lightscreen @
General | Hotkeys | Cptions Advanced |
| File
Directory:  F:\, =
Filename:  screenshot, {(number) - T
Format: |JF‘G |

IR

Delay: none

Run Lightscreen at system startup.

Hide the main window
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Lightscreen Portable

o After settings are set the capture screen will open

e C(Click ‘Screenshot’ to make a capture and select what you
want to capture

% Lightscreen @

Options
Screenshot Hide
D} b Quit
B SCreen
Area
Window
bo to Folder

36
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Chatting with Portable Apps

e Portable Apps has multiple chat programs

e This PPT will show you how to set-up and configure them but
will not teach you how to properly conduct undercover chat
investigations
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Pidgin Portable

e Pidgin is a chat client that allows
you to chat with multiple different
accounts at the same time

e Also will allow multiple screen
names from a single client

ﬁ Add Account

Basic | Adwvanced

Proxy

Login Options
Protocol:
Uzername:
Password:

Remem

User Options
Local alias:
Mew mz

Lse this

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org

r_-:_-l_. AIM

7 Bonjour
{;'} Gadu-Gadu
2k Google Talk
Q GroupWise
$B1CQ

1 IRC

W MSN

& muit

5 MySpacelM
&qQ

JI sILe
SIMPLE

l,':_-.:l(_": Sametime
W XMPP

®J Yahoo

EJ Yahoo JAPAN

N
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Pidgin Portable

e Logging is critical
e Make sure that logging is configured before starting any chats

e By default logging is on, but it is always a good idea to double
check prior to starting any type of investigative chat
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Pidgin Portable

e (Click on ‘Tools’ then ‘Preferences’

(@ Buddy List =S

Buddies Accounts Tools Help

Buddy Pounces
Certificates
(=) Custom Smileys Ctrl+Y

Welcom 4 Plugins Ctrl+L
You have r @ Preferences Ik Ctrl+P
IM accoun; Privacy
Accounts= ot Mood Ctrl+M
enable acc
set your sti &= File Transfers Ctrl+T

Foom List

Systemn Log

Mute Sounds
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Pidgin Portable

e (Click on ‘Logging’
e Make sure all 3 boxes are checked

@ Preferences

Interface .
Logging

Log format: | HTML -

Conversations

I Lngglng .........
........................ t\} o a||in5tantme55E|gE5
Metwork
#g all chats
Proxy
Socunds g all status changes to system log

Status [/ Idle

Themes
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Pidgin Portable

e Add accounts by going to ‘Accounts’ then ‘Manage Accounts’

() Buddy List
Buddies Accounts Tools Help

_bl'ﬁﬂanageﬁucmunts. Ctrl+A
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Pidgin Portable

e Click on ‘Add’

@ Accounts @

Welcome to Pidgin!

You have no IM accounts configured. To start connecting with
Pidgin press the Add... button below and configure your first
account. If you want Pidgin to connect to multiple IM
accounts, press Add... again to configure them all.

You can come back to this window to add, edit, or remowve
accounts from Accounts=:Manage Accounts in the Buddy List
window

Meodify... Delete Close
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Pidgin Portable

e Enter account information
@ Add Account @

Basic | Advanced | Proxy |

Login Options
Protocol: £ %I Yahoo B

Username:
Passward:
Remember password
User Options
Local alias:
Mew mail notifications

Use this buddy icon for this account:

Eemove

Cancel Add L}
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Buddy Pounce

e Also allows you the ability to “pounce”
e Good for keeping track of suspects online chat behavior

@ Buddy Pounces @

Pounce Target 4« Account 1 Recurring A

Add... Modify... Delete Cloze
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Buddy Pounce Options

& Add Buddy Pounce @
Pounce on Whom
Account: T! lauren_cheerloveld Wahuo]éB
Buddy name:
Pounce When Buddy...
Sends a message Goes away Iz no longer idle Stops typing
¥| Signs on Returns from away Starts typing
Signs off Becomes idle Pauses while typing
Action

Open an IM window
¥| Pop up a notification
Send a message

Font | == Insert %Emile! é@gﬂenticn!

Execute a command Browse...
Play a sound (default) Browse... Preview Reset
Options

Pounce only when my status is not Available

Becurring

Cancel Add

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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KVIrc Portable

e Portable IRC client

e This PPT will show you how to set-up and configure them but
will not teach you how to properly conduct undercover chat
investigations
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KVIrc Portable

e Connect to UnderNet
.Qﬂewers @

4 @ Terra

> @ Tri-net

- €% UltralRC
; @ UnderMet I})

’ @ UnderZ r
> @ UnionLatina

4 @ Univers @

; @ Vidgamechat
? @ Virtualife Brasilian Network i

Active Configuration

Metwork: Accessirc L:J

Show this dialog at startup [ '-.\f’ QK ] I % Cancel I

Server ° Description = 8
iy
R

b

48
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KVIrc Portable

e Connect to USA Random Server

O Servers @

Server ° Description = @
-_\f london.uk.eu.undernet.org LK Server 3
_j london2.uk.eu.undernet.org LK Server -
_j losangeles. ca.us.undernet.org IISA Server -
-:f mesa.az.us.undernet.org ISA Server i
-_\f newyork.ny.us.undernet.org USA Server
_j oslol.no.eu.undernet.org Morway Server
_j osloZ.no.eu.undernet.org Maorway Server Ei

{4 us.undernet.org 1USA Random Server
-_\f zagreb.hr.eu.undernet.arg Croatia Server il
Far

Active Configuration

Server: us.undernet.org Advanced... L:J

| Show this dialog at startup [ ?.\;’;” QK ] | %Cancel |
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e Enter account information

O Server Details @

irc:/ flosangeles.ca.us.undernet.org:6667

Desciption:  USA Server

4 Identity | &Connecﬁnn | 438 Join Channels On Connect On Login Advanced

Properties

Username: cheerluv13

Password: o

Mickname:  cheerluv13

Real name:

User Mode

| Use default user mode

| OK D@J | Cancel

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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KVIrc Portable

e Configure KVIrc settings

Window Help

Toolbars

g Show StatusBar

% Configure KVIrc...

tah,  Configure Theme...
L_:__-, Configure Registered Users. .,
'?x& Customize Toolbars...

Ctrl+5hift+0
Ctrl+Shift+T
Ctrl+Shift+U
Ctrl+5hift+8

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org
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KVIrc Portable

e Get the channel list

'ﬁ' KVIrc 4.0.0 Insomnia

K¥Irc  Scripting Settings  Window Help

XN 0 TE@ View URL list
(1 % -

4 Manage File Transfers
4 [JI] UnderNet =
at #babyk
y |« BrowseLogFiles
88 #Littlek 4 ?
{g',? #Man& Manage Shared Files

Show I/Q Traffic graph

& Chann &  show SocketSpy...

4 Qﬂ Underhet Q@ Get Metwork Links
2 Chann ) GetChannel List I,},
4% Join Channels. .. Ctrl+3

Acquire Screenshot

Show Icon Table

E E

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 52




KVIrc Portable

e Click on ‘Request List’ to get the full channel list

=ER @

Channel “ g | Isers T
| Reqguest List L

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 53




(4} Channel List [IRC Context 2]

LERO)~

Connected to Mantreal QC.CA Undernet.org (LUndertet) |

=
Channel Topic
#1111 pedosnuffs 2
#|Pedotoiletsex 1
#ounnipedar a7
#00000pedo 1
#animalsex 4 Free and open chat | Mo pedos!! | http: /fwww. zoophile.net
#Mudism 39 NO fam|Iysexfncest,.fpedDfanlmalfrape type u:u:u-dﬁannels anu:l no under 13 nu:ks
#Boysexroleplay 23 ome o vour play fim tinour p wy | Belay an
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KVIrc Portable

r

2 cuntryGuy [cheerluv13 on mesa.az.us.undernet. org] El@

Qery with CuntryGuyl~CuntryGuy@cpe-174-098-076-001.triaq = j a g.}
Comman channels: #Littleboysexchannel A

[12:59:03] Common channels for CuntryGuy [~CuntryGuy@cpe-174-093-076-001 .~
riad.res.rr.com]: #Littleboysexchannel

[12:59:03] =CuntryGuy= Hi

[12:59:07] = = he

[12:59:08] = = hey

[12:59:13] =CuntryGuy= How are ya =
[12:59:17] = = ok how u

[12:59:24] =CuntryGuy= Good thanks =
[12:59:44] = = nething happening ?
[12:59:52] =CuntryGuy= no =/

[13:00:20] = = AWWWWW

[13:00:25] = =wat ya into=
[13:00:31] =CuniryGuy=Young girls and bais =
[13:01:24] = = nice

[13:01:37] =CuntryGuy= what are you into?
[13:01:47] = = nething lal

[13:01:54] = =yung

[13:02:59] =CuntryGuy= cool

[13:03:29] = =where u

[13:03:49] =CuntryGuy= nc usa, you?
[13:05:20] = = from cali but in te now

[13:05:26] =CuntryGuy= oh cool =
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KVIrc Portable Logs

e Click on 'Tools’ then ‘Browse Log Files’ to view logs

'ﬁ' KWIrc 4.0.0 Insomnia - [Channel List [IRC Context 2]]
;}Q KVIrc  Scripting Settings  Window Help
N @ - [f! 6=  view URL list

¢ Manage File Transfers

“ Q‘Q Underhet ﬁ Show IfQ Traffic graph

2 Channel L
0 Browse Log Files
@ Manage Shared Files
@- Show SocketSpy...
Q@ Get Metwork Links
)  GetChannel List
43¢ Join Channels. .. Ctrl+]
%] Acquire Screenshot
@ Show Icon Table
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KVIrc Portable Logs

e Logs do not display until the chat is closed
e Logs need to be refreshed for newest data

-
Log File
A {g_,? Channel
- #baby&toddlerlove on undernet
- #litleboysexchannel on undernet
- #man&boy4chat_uncensored on undernet
- #phonesex on undernet

4 @ Console
4 consolel_2010 on
2010-07-31
2010-08-03
- console2_2010 on
4 2 Query
* bi-sub-husb on undernet
- boyrp on undernet
4 cuntryguy on undernet
2010-08-03
- hotnfull on undernet

57

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org



e Console log - showing WHOIS information

[13:00:33] CuntryGuy is CuntryGuyl~CuntryGuyi@cpe-174-098-076-001 triad.res.rr.com
[13:00:33] CuntryGuy's real name: Drew

[12:00:33] CuntryGuy'= server: *.undernet.org - The Undernet Underwaorld

[13:00:33] cuntryguy WHOIS info from mesa.azus.undernet.org

[12:02:31] Looking up host cpe-174-088-075-001 triad.res.mm.com...

[13:02:31] DME Lookup result for guery "cpe-174-098-076-001 triad.res.rr.com”

[13:02:31] Hostname 1: cpe-174-093-076-001 triad.res.rr.com

[13:02:31] IP address 1: 174.88.76.1

[1203:01] CTCP PING request from hotMfull [~nick9@251-221-137-216.mtacnline.net] (FING 1281297807), replied
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Questions
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Thank you

lauren@search.org

elizabeth@search.org
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