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What is SEARCH? 

• Non-profit based in Sacramento, CA 

• Funded to offer assistance to law enforcement throughout the 
country 

 

• Low-cost (or free) law enforcement training around the U.S. 

• Introduction to Computer Crime 

• Cell Phone Data Recovery 

• Advanced Responders: Search and Seizure of Networks 

• Social Networking Website Investigations 

• Peer-to-Peer 
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What is SEARCH? 

• Free technical assistance to federal, tribal, state and local LE 

 

• Other resources 

• SEARCH ISP List 

• SEARCH Investigative Toolbar 

• Whitepapers 

• LE conference speakers 
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What is SEARCH? 
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www.search.org 

http://www.search.org/
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Who We Are 

 

 

 

 

Lauren Wagner 

High-Tech Crime Training Specialist 

lauren@search.org 
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Who We Are 

 

 

 

 

Elizabeth Tow 

High-Tech Crime Training Specialist 

elizabeth@search.org 
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Portable Apps 

http://portableapps.com/  

 

 

 

 

 

• Can be run from USB Thumb Drive on any Windows computer  

• Little evidence of use left on computer hard drive  

• Forensic evidence typically located on thumb drive 
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Portable Apps 

• Can be an investigative tool 

• If you have no access to an undercover computer 

• If you have to use multiple computers as part of your job 

• If you have no other tools available to capture evidence, 
portable apps can be used as a non-forensic tool 
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Portable Apps 

• Allow you to configure applications to use on multiple 
computers 

 

• Programs include:  

• Firefox 

• Exif Viewer 

• Command Prompt 

• MD5 Analyzer 

• Antivirus 

• Chat Program 
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Portable Apps 

• There is a full portable apps suite  

• http://portableapps.com/download 

 

 

• OR you can download programs individually  

• http://portableapps.com/apps 
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Sidenote - Viewing USB Devices 

• You can access the registry to see what USB devices have 
been plugged into the computer 

 

• Or programs are available that can more easily show what 
USB devices have been plugged into a computer 

• Helix 

• USBDeview 
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Sidenote - USBDeview 

• USBDeview is a free download 

• http://download.cnet.com/USBDeview/3000-2094_4-
10614190.html?tag=mncol 

• Run on the computer in question to see list of USB Devices 

• May NOT be FORENSIC!! 
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Portable Apps 

• When you download a portable app, these are just the 
program files, the programs are not yet installed 

• You have to run the program files and install the programs 
individually 

• The thumb drives provided already have the apps installed 
and configured 

• If you want to add a new app to this thumb drive you will 
need to run the program files and install the programs 
individually 
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Portable Apps Contents 

• Audacity: audio editor and recorder 

 

• ClamWin: antivirus 

 

• CommandPrompt: link to a customizable command prompt 

 

• Firefox: web browser 

 

• FoxitReader: PDF reader 
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Portable Apps Contents 

 

• IrfanView: photo and image editor 

 

• KVIrc: full-featured IRC chat client 

 

• Lightscreen: screenshot tool 

 

• OpenOffice: word processor, spreadsheet, presentations with 
Microsoft compatibility 
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Portable Apps Contents 

 

• Pidgin: chat with AOL, MSN and Yahoo users  

 

• Skype: instant messaging, video chat and phone calls 

 

• VLC: media player that plays most audio and video formats 

 

• Visualizer Lite for Facebook and MySpace: Mapping tool that 
creates a visual representation of top friends 
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Portable Firefox 

• Allows user to run Firefox from USB Thumb Drive 
http://portableapps.com/apps/internet/firefox_portable 

 

 

• Can personalize browser and use on various computers  

• Saves browsing history, cache & passwords to the thumb 
drive 

• Does NOT leave any trace of browsing history on computer  
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Firefox Portable 

• This firefox can be configured to run any add-ons that you 
want 

 

• Some of the configuration settings may need to be changed to 
install the add-ons 

• For example, before the SEARCH Toolbar can be installed 
the cache in the browser needs to be increased  
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Add-ons 

• To download Add-ons select ‘Tools’ then ‘Add-ons’  
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Add-ons 

• A new tab with your current Extensions will open 

• This is where you your current Extensions 

19 
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Add-ons 

• Select ‘Get Add-ons’ 
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Add-ons 

• In the top right corner, type in the add-on you are searching 
for in the ‘Search all add-ons’ box and press ‘Enter’ 

21 



SEARCH, The National Consortium for Justice Information and Statistics  |  www.search.org 

Add-ons 

• Choose the desired add-on and select ‘Install’ 

 

 

 

 

 

 

• Once add-on is downloaded, select ‘Restart now’ 
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Add-ons 

• See SEARCH white paper for a list of helpful investigative add-
ons 

 

• Linky 

• PrintPDF 

• Video DownloadHelper 

• Download Statusbar 

• Screengrab 

• Live IP Address 

• ShowIP 

• UnMHT 

• Thumbnail Zoom 

• Xmarks 
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Firefox Portable Exercise 

 

 

 

Install Firefox Add-on together 
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Firefox Portable 

• Go to ‘Tools’ and ‘Options’ 
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Firefox Portable 

• Click on ‘Advanced’  
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Firefox Portable 

• Click on ‘Network’ 

• Increase the cache to 50 MB 

• Click ‘OK’ 
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Sidebar - The SEARCH Toolbar 

• Now you can install the SEARCH Toolbar 

• The SEARCH Toolbar will assist you in your investigations 

 

• Free download from 
www.searchinvestigative.ourtoolbar.com 
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IrfanView Portable 

• IrfanView is an image viewing and manipulation program 

• IrfanView will also allow you to view exif data on images 
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Viewing Exif 

• Exif data is information embedded in photographs by the 
device taking the picture 

 

• May contain: 

• Make/model of camera 

• Serial number of camera 

• Creation time and date 

• GPS coordinates where photo was taken 

 

• To view exif data you need a specialized viewer; IrfanView is 
installed on the portable apps thumb drive 
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Viewing Exif 

• To view exif data 

• Open IrfanView Portable 

• Open ‘File’ and select the image 
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Viewing Exif 
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Viewing Exif 

• To view exif data 

• Left click on ‘Image Information’ 

• Keyboard shortcut is Ctrl + I 
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Viewing Exif 

• To view exif data 

• Click ‘EXIF info*’ 

•  Keyboard shortcut Ctrl + E 

 

To view the picture’s longitude and 
latitude on a map 

• Click ‘Show in GeoHack-Wiki’ 
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Lightscreen Portable 

• After Lightscreen is installed, open LightscreenPortable.exe 
from the LightScreenPortable folder 

 

• A new window will open to specify output and other 
configuration options 
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Lightscreen Portable 

• After settings are set the capture screen will open 

 

• Click ‘Screenshot’ to make a capture and select what you 
want to capture 
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Chatting with Portable Apps 

• Portable Apps has multiple chat programs 

 

• This PPT will show you how to set-up and configure them but 
will not teach you how to properly conduct undercover chat 
investigations 
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Pidgin Portable 

• Pidgin is a chat client that allows 
you to chat with multiple different 
accounts at the same time 

 

• Also will allow multiple screen 
names from a single client 
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Pidgin Portable 

• Logging is critical 

 

• Make sure that logging is configured before starting any chats 

 

• By default logging is on, but it is always a good idea to double 
check prior to starting any type of investigative chat 
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Pidgin Portable 

• Click on ‘Tools’ then ‘Preferences’  
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• Click on ‘Logging’ 

• Make sure all 3 boxes are checked 

41 

Pidgin Portable 
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• Add accounts by going to ‘Accounts’ then ‘Manage Accounts’ 
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Pidgin Portable 
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• Click on ‘Add’ 

43 

Pidgin Portable 
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• Enter account information 
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Pidgin Portable 
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Buddy Pounce 

• Also allows you the ability to “pounce” 

• Good for keeping track of suspects online chat behavior 
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Buddy Pounce Options 
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KVIrc Portable 

• Portable IRC client 

 

• This PPT will show you how to set-up and configure them but 
will not teach you how to properly conduct undercover chat 
investigations 
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KVIrc Portable 

• Connect to UnderNet 
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KVIrc Portable 

• Connect to USA Random Server 
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KVIrc Portable 

• Enter account information 
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KVIrc Portable 

• Configure KVIrc settings 
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KVIrc Portable 

• Get the channel list 
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KVIrc Portable 

• Click on ‘Request List’ to get the full channel list 
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KVIrc Portable 
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KVIrc Portable 
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KVIrc Portable Logs 

• Click on ‘Tools’ then ‘Browse Log Files’ to view logs 
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KVIrc Portable Logs 

• Logs do not display until the chat is closed 

• Logs need to be refreshed for newest data 
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KVIrc Portable 

• Console log – showing WHOIS information 
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Questions 
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Thank you 

 
lauren@search.org 

elizabeth@search.org 


