+SEARCH

2012 San Diego International Conference
on Child and Family Maltreatment

FTK Demo



FTK Demo

e The Demo version of FTK, ftk-forensic_toolkit-1.71.exe is a
free demonstration tool from Access Data can be used to
demonstrate the usefulness of the FTK software

e SEARCH uses this software to import a RAM dump for
demonstration purposes only

e This Demo version of FTK is limited to 5000 file items and can
not be used in court

Double Click on the ftk-forensic_toolkit-1.71.exe file to start the
Demo version of FTK.
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FTK Demo

We have no KFF Hash Library so select the "OK” option

KFF Library Error

The KFF Hash Library file was not found (KFF function disabled).
You will need to install the KFF Library. The install for the KFF Library
can be downloaded at www.accessdata.com under the downloads section.

(If your hash database is stored in a custom location, please go to
Tools | Preferences and tell FTK where to find it.)

Press OK to continue loading FTK without KFF functionality.

| OK | ‘ Cancel
e
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FTK Demo

We have no FTK dongle, select "OK”
FTK Version 1.71 build 07.06.22

ﬂ The FTK was unable to communicate with the dongle.
: Please Check the following:

1. Make sure your dongle is securely attached to your computer.

2. Make sure the dongle drivers have been installed correctly (see instructions. ).

If vou are still experiencing problems, please contact AccessData Support:
support@accessdata.com

hitp://www.accessdata.com/support.htm

801-377-5410 or 800-489-5199

oK

.
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FTK Demo

The Demo version can only handle 5000 file items at a time,
select "OK”

AccessData FTK

Thank you for evaluating AccessData's Forensic Toolkit® (FTK®). This is a demonstration
version of FTK. The following limitation is in effect:

» A maximum of 5000 file items can be analyzed

If you wish to purchase a full version of FTK, please contact AccessData at 800-574-5199 or 801-377-5410
or visit our website at htfp://vwaww.accessdata.com.

-
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FTK Demo

Click on “Start a New Case, the click on "OK"”

AccessData FTK Startup
Fine, Deganine, & Arstyza Companes Fridesce (*) Start a new case | 0K, Y\|\

() Open an existing case
| Cancel |

() Preview evidence

Fﬂ'm ¢ () Go directly to warking in program

Find Dot Evideacs 4
s s e TOONKGE

[ ] Do not show this dialog on startup
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FTK Demo

S

Fandt, Organing, & Arshyze Competor Eridaece

You must fill in

, , AccessData's
e Investigator's Forensic Toolkit®-FTK®
N ame , The Complete Analysis Tool
e Case Number, Wizard for Creating a New Case
o Ca S e N a m e J Investigator Name: ITest L]
a n d th e e Case Number: IC'GC'1
°® Path Where you Case Name: lTest Case

Case Path: IC:"&.Documents and Settings\CAmstrong\Desktop*

Case Folder: IC:\Documerﬁs and Settings\CAmstrong\Desktop'\Test Case

wish to save the

Case Description:

Next > Cancel l
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FTK Demo

Leave the Case Information window blank, click “"Next”
FTK Report Wizard - Case Information ﬁ

Forensic Examiner Information
The following information will appear on the Case Information page of the report:

Agency/Company:
Examiner's Mame
Address:
Phone: Fa:
E-Mail:

Comments:

[ < Back ” MNexd > N[ Cancel ]
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FTK Demo

Leave the Case Log Options default, click “Next”

-

Case Log Options

Case Log Options

The case log is a text file named FTK log in the case folder. It gets created automatically by FTK and contains a record of
events that occur during the course of the case. You can choose which type of events you would likke to be logged.

You can also add your own comments to the log file at amy time by selecting "Add Case Log Entry..." under the "Toaols"
menu item, and you can view the log file by selecting "View Case Log" underthe "Tools" menu item.

Events to go in the Case Log

Case and evidence events Events related to the addition and processing of file items when
evidence is added or when using Analysis Tools later in the case.

Emor messages Ewvents related to any emor conditions encountered during the case.

Eookmarking events Events related to the addition and modification of bookmarks.

Searching everts Events related to searching. All search queries and resulting hit counts
will be recorded.

Diata carving / Intemet searches Events related to special data carving or intemet keyword searches
that are peformed during the case.

Other events Other events not related to the above, such as copying, viewing, and
ignoring files.

[ <Back [ MNex %J[ Cancel
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FTK Demo

In the Evidence Processing Options window we make changes.

Evidence Processing Options

MD5 Hash

[ ] KFF Lookup

Entropy Test

Full Text Index

Stare Thumbnails

[] File Listing
Databasze

Data Carve

Processes to Perform

Evidence iz added to a case in several steps. Some of the processes are always performed, while others are optional,
depending on your needs and time.fesource constraints.

An MD5 hash is a 16 byte value generated based upon a file’s content. It is used to uniquely
identify files. Hashes can be used to verfy a file's integrity, or to identify duplicate files. MD5
hashes are used by the KFF to identify known files.

A SHA1 hash is a 20 byte value. The SHAT hashing algorithm is newer than MD5, but is not
yet as widely used.

KFF {Known File Fitter) is a utility that compares MD5 file hashes against a database of MD5
hashes from known files. The purpose of KFF is to eliminate files known to be unimportant, or
to alert the investigator to known illicit or dangerous files.

For unknown file types. an entropy test is used to determine whether the file's data is
compressed or encrypted. Such files contain no plain text and will not be indexed.
Unnecessary indexing of such files can waste lange amounts of time and resources.

The Forensic Toolkit includes a very powerful search engine, dit Seanch, which enables the
investigator to do instantaneous searching of textual data. In order to take advantage of this
seanch feature, the data must first be indexed.

Create and store thumbnails for all graphics in the case. This option speeds up browsing
through the Graphics view at the expense of consuming more space in the case folder.
Automatically locate and attempt to decrypt EFS encrypted files found on NTFS partitions
within the case. (Requires AccessData Password Recovery Toolkit 5.20 or newer)

Create a Microsoft Access [Jet) database containing a list of all files in the case. The attrbutes
included are based on the Preprocessing File Listing Database Column Setting. This database
can be recreated with custom column settings in Copy Special.
Create an HTML version of the File Listing.

Automatically find specific file types embedded in other files and from
free space. Retrieve results using Data Carving Option on Tools Mend

Carving Optionsf~

[ < Back " Mext > ][ Cancel ]

Uncheck “"KFF Lookup”
Uncheck “File Listing Database”
Check “"Data Carve”

Click “"Carving Options”
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FTK Demo

.,

“Carving Options” will rData Carving
take you to a second

window, titled

Select the file types to carve:

BMP Files | selectan |
“Data Carving” GIF Files

JPEG Files [ Select Mone ]

PMG Files

Enhanced Windows Meta Files [EMF)
Make sure all of the L7} Enhan

: POF Files
options are checked and HTML Files
ma ke sure AOLAAIM Buddy Lists istdnrl:natin:acllly
el arve
“Automatically Add < > W tems to Case
Carved Items to Case” o
. hecked Carved Image Exclusion Options
IS C ] ) Minimum Size [ in Pixels]: wWidth Height
(3 Minirmurn File Size kB

Click on "OK | | FiselHelp | | Cancel | | DK%J
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FTK Demo

Evidence Processing Options

Click “"Next”

MDE Hash

SHAT Hash
[ ] KFF Lookup

Entropy Test
Full Text Index

Stare Thumbnails

[ ] File Listing
[iatabasze

[ JHTML File Listing
[iata Carve

Processes to Perform

Evidence is added to a case in several steps. Some of the processes are always peformed, while others are optional,
depending on your needs and time/resource constraints.

An MD5 hash is a 16 byte value generated based upan a file's content. | is used to uniquely
identify files. Hashes can be used to verify a file's integrity, or to identify duplicate files. MD5
hashes are used by the KFF to identify known files.

A SHAT hash is a 20 byte value. The SHAT hashing algarithm is newer than MD5, but is not
yet as widehy used.

KFF (Known File Fitter)is a utility that compares MD5 file hashes against a database of MD5
hashes from known files. The purpose of KFF is to eliminate files known to be unimportant, or
to alert the investigator to known illict or dangenous files.

For unknown file types, an entropy test is used to determine whether the file's data is
compressed or encrypted. Such files contain no plain test and will not be indexed.
Unnecessary indexing of such files can waste large amounts of time and resources.

The Forensic Toalkit includes a veny powerful search engine, dtSearch, which enables the
investigator to do instantaneous searching of testual data. In order to take advantage of this
search feature, the data must first be indexed.

Create and store thumbnails for all graphics in the case. This option speeds up browsing
through the Graphics view at the expense of consuming more space in the case folder.
Automatically locate and attempt to decnypt EFS encrypted files found on NTFS partitions
within the case. (Reguires AccessData Password Recovery Toolkit 5.20 or newer)

Create a Microsoft Access (Jet) database containing a list of all files in the case. The attributes
included are based on the Preprocessing File Listing Database Column Setting. This database
can be recreated with custom column settings in Copy Special.

Create an HTML version of the File Listing.

Automatically find specic file types embedded in ather files and from
free space. Retrieve results using Data Carving Option on Tools Menu. arving Uptions

[ < Back “ ['Je;-:t:D\SJ[ Cancel ]
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FTK Demo

Leave the Refine Case window default, click “"Next”

‘Refine Case - Default

Refine Case - Default

In order to save time and resources, and//or to eliminate imelevant data, you may choose to exclude certain kinds of data
from the case. Here, you can choose default inclusion/exclusion settings that will apphy to each evidence item that gets
added to the case. To exclude data, make any changes to the settings below. MNote: any items that get excluded will not
appear amywhere in the case, and will be inaccessible.

[ Include All ktems ] [ Optimal Settings ] [ Email Emphasis ] [ Text Emphasis ] [ Graphics Emphasis
Unconditionally Add
File Slack {data beyond the end of the logical file but within the area allocated to that file by the file system)
Free Space (areas in the file system not cumently allocated to any file, but possibly containing deleted file data)

Conditionalhy Add

Add other items to the case only if they satisfy |BOTH the file status and the file typ | » | crtera

File Status Criteria File Type Criteria
Deletion Status:  Encryption Status:  Email Status: Documents Executables
) Deleted ) Encrypted 7 From email Spreadshsets Archives
) Mot deleted () Mot encrypted ) Mot from email Catabases Folders
%) Either %) Either (%) Either Graphics Other Known
Include Duplicate Files CLE Streams Multimedia Urkriown
Email msgs

[ < Back ]I_[f\‘!;&"t = I [ Cancel
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FTK Demo

Leave the Refine Index window default, click “"Next”
Refine Index - Default

Refine Index - Default
In order to save time and resources, andor ta make seanching more efficient, you may choose to exclude certain kinds of
data from being indexed. Here, you can choose default settings that will apply to each evidence item that gets added to the
case. To exclude items from being indexed, make any changes to the settings below. Mote: any items that dont get indexed
initialhy can be indexed later by clicking on "Analysis Tools™ under the "Tools™ menu item.
Unconditionally Index
File Slack (data beyond the end of the logical file but within the area allocated to that file by the file system)

Free Space (areas in the file system not cumently allocated to any file, but possibly containing deleted file data)

Conditionally Index
Index other tems in the case only if they satisfy |BOTH the file status and the file typ | % | critera

File Status Criteria File Tvpe Criteria

Deletion Status:  Encryption Status:  Email Status: Documents Executables

) Deleted ) Encrypted ) From email Spreadshests T

) Mot deleted ) Mot encrypted ) Mot from email Databasss Foldars

(%) Either {*) Either () Ether
Graphics Other Known

Include Duplicate Files OLE Streams Multimedia Unkrniown
Email msgs
[ < Back “ Iead t [ Cancel ]
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FTK Demo

In the Add Evidence window click on “"Add Evidence”
'—Add Evidence to Case ‘

Add Evidence
Ary number of evidence tems can be added to the case. There are several types of evidence tems:
Acquired image of drive: Several formats supported; can be an image of a logical or physical dnve
Local dive Can be a logical or physical drive
Folder Adds all files in the specfied folder. inciuding contents of subfolders
individual File Adds a single file. NOTE: Disk image files should be added as acquired images
The default refinament options, set praviously, can be ovamidden independently for sach avidence tem. and addtional
types of refinements can also be made. These refinements can include the exclusion of date/size rangas, as well as specific
folders. To make thesa further refinements, highlight an avidencs item in the list and press Refine Evidence - Advanced...
Add Evidence L\\ I [ Edit Evidence... l [ Remove Evidence ] l Befine Evidence - Advanced...
Display Name Source Name/N Type Refined | Time Zone Comment
< Back Cancel
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FTK Demo

We want to add an i . ]
“Individual File”, the ~ Add Evidence to C...

RAM dump file.

Type of Evidence to Add to Caze

Click “Individual File”, O Acquired Image of Drive
then “Continue”. () Local Drive
() Contents of a Folder

(#) Individual File

l Continue. .. ,{ [ Cancel
b
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FTK Demo

Navigate to the Digital Triage Class folder then click on the
memdump.mem file.

' RAM Dump Sample N =10 x|
@\ }* ’ ~ Digital Triage Class ~ RAM Dump Sample v 523 I Search RAM Dump Sample @J
Organize ¥ Indudeinlibrary v  Sharewith v Burn  New folder = ~ [il '@'
S 2] Name * Date modified | Type | Size I I

Bl Desktop || memdump.mem 4/4/2011 5:21PM MEM File 1,048,576 KB
& Downloads
= Recent Places
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FTK Demo

Click on "OK

Evidence Location:

IC:\D ocuments and Settings\CamstrongiDesktop\CoreDump\Co

Evidence Display Name:
[CoreDund

Evidence |dentification Name/Number:

Comment:

0K Cancel I
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FTK Demo

In the Add Evidence Window, Click “"Next”

xi
Add Evidence
Any number of evidence items can be added to the case. There are several types of evidence items:
Acquired image of drive: Several formats supported; can be an image of a logical or physical drive
Local drve: Can be a logical or physical drive
Folder: Adds all files in the specified folder, including contents of subfolders
Individual File: Adds a single file. NOTE: Disk image files should be added as acquired images.
The default refinement options, set previously. can be ovenidden independently for each evidence item, and addtional
types of refinements can also be made. These refinements can include the exclusion of date/size ranges. as well as specific
folders. To make these further refinements, highlight an evidence item in the list and press Refine Evidence - Advanced...
Add Evidence... I Edit Evidence... | Remove Evidence | Refine Evidence - Advanced... I
Display Name I Source I Name/Nu... I Type I Refined l Time Zone I Comment l
CoreDump C:\Documents... Individualf... N N/A
< Back Next > Cancel |
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FTK Demo

Click “Finish” and FTK Demo will start carving the data from the
RAM dump.

Case Summary . x|

New Case Setup is Now Complete

Case Settings
Case directory where the file database. index. and other case-specffic files will be stored:

' A\Documents and Settings\CAmstrong\Desktop\Test Case|

Number of Evidence ltems: 1

Processes to be Perfformed:

File Extraction: Yes
File Identification: Yes Remember that although each of these processes
] adds to the inttial processing time, they each play

MDS5 Hash: Yes an important role in the investigation process.

SHA1 Hash: Yes

KFF Lookup: No Processes that are not perfformed initially can be

Entropy Test: Yes inttiated at a later point in the investigation except
i the HTML file listing. Additional evidence can also

Full Text Index: Yes be added later.

Store Thumbnails: Yes
Decrypt EFS Files: N/A
File Listing Database: No

File Listing HTML: Yes
Data Carving: Yes

Press "Back" if you wish to review or change your settings
Press "Finish" to accept the cument settings and start processing the evidence

< Back Finish Cancel |
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FTK Demo

This may take a while.

Current Evidence Item:

IC:\Documenls and Settings\CAmstronghD esktophCoreDumphCoreDump.dd

Current File Item:

I C:\Documents and SettingshCArmstronghDesktopiCoreDumphCoreDump.dd

— Current File ltem Status - Total Process Status
Action: | Hashing and Entropy Test Elapsed Time: | 0.00:00:04
File Type: | Unknown File Type Total Items Examined: | 1
ltemSize: | 1.064,103936 Total ltems Added: | 0
Progress: | 229,580,800 Total ltems Indexed: | 0

Log the case/system status every ﬁﬁ-il-l minutes | Log extended information Cancel I
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When FTK is finished, the RAM dump file

Evidence File.

will show up as an

£« AccessData FTK 1.71 DEMO VERSION -- C:\Documents and Settings\CArmstrong\Desktop\Test Case\
Fle Edt View Tools Help

Overview | Explore |  Graphics | E-Mail | Search |  Bookmark |

File Status “!\ v[ LR o

Evidence Items File Category

Ry
v

fod
(Toxr

W@ o] €]

=1olx]

Evidence ftems: 1 _KFF Alert Files: 0 | Documents: 63
File Items Bookmarked Rems: 0| Spreadsheets:

Total File tems: 62| Bad 0 | Databases:
Checked tems: 0 | Encrypted Files: 0 | Graphics: 558
checked ftems: 662 | From E-mail 0 5 0
Flagged Thumbnails: 0| Deleted Files: 0| E-mail Messages: 0
Other Th 558 | From Recycle Bin: 0 0
Fitered In: 662 | Duplicate kems: 283 | Archives: 0
Fitered Out: 0| OLE Subitems: 0| Folders: 0
| Unfitered Fitered Flagged ignore: 0| SlackFree Space: 0
| All tems Actual Files | KFF ignorable: 0| Other Known Type: 0
Data Carved Files: 621 | Unknown Type: 41

q

.-

B BB & Q| DO | o [uniere =] || o=

¥Y__Evidence File Name ] Evidence Path ] Display Name Identification Name/Number | Evidence Type ] Added I Children ] Descendants | Investigator's Name C|

CoreDump.dd C:ADocuments and Settings\CArmstrong\Deskto... CoreDump Indvidual file 9/23/2008 9:34:51 AM Test

< | »
1 Listed 10 Checked Total 0 Highlighted
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21



FTK Demo

 AccessData FTK 1.71 DEMO VERSION -- c:\LG VX60! _ _
File Edit View Tools Help To view results, click

Overview Explore Graphics E-Mail — Bookmark on the headmg, |n

this case “Graphics”

B Cace - ST ol then click on “List all
- aC: - — ' = descendants”

+ [ Documents and Settin

< | >
[“liist all descendants  [E] 0 '®| 0 Total Flagged ftems: 0
20 88 & Q3 0O @ o | Unfitered v| TN | At Columns v
¥ File Name Full Path Recyd... ' E
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 22




FTK Demo

Review the results by scrolling down the list.

£ AccessData FTK 1.71 DEMO VERSION -- C:\Documents and Settings\CArmstrong\Desktop\0001\ -
File Edit View Tools Help

_{of

Overview I Explore | Graphics ] E-Mail I Search I Bookmark ]
Evidence ltems File Status File Category Iﬁ o =2 P33
Evidence ftems: 1 I KFF Alert Files: 0 | Documents: 63 ‘.” - "‘w . m m = Hm €l
File items Bookmarked ltems: 0| Spreadsheets: 0 -
Total File tems: 662 | Bad Extension: 0| Databases: 0
Checked ftems: 0 | Encrypted Files: 0| Graphics: 558
Unchecked ftems: 662 | From E-mail: 0 | Multimedia: 0
Flagged Thumbnails: 0 | Deleted Files: 0 | E-mail Messages: 0
r&;;ﬂ* il 558 From Recycle Bin: 0| Executal 0
Filtered In: 662 | Duplicate ttems: 263 | Archives: 0
Filtered Out: 0 | OLE Subitems: 0 | Folders: 0
l Unfitered Fitered Flagged Ignore: 0 | Slack/Free Space: 0
[ All tems Actual Files KFF Ignorable: 0| Other Known Type: 0
Data Carved Files: 621 | Unknown Type: 41
: .ol
8 82|/ @3 0| o [unfiterea =1 [ [T [ coumns || e

=]
¥ _File Name

l Full Path I Recydle Bi... I Ext l File Type I Category | Subject I Cr Date I Mod Date | Acc Date I L-Size -
O @ BMP_10306143[10].bmp C:\Documents and Settings\CArmstrong\Deskto... bmj Bitmap File Graphic 9/3/200812:01:04 PM 8/28/2008 6:36:34 &AM 9/3/2008 12:11:26 PM
O BMP, 108407213[31] bmp C:\Documents and Selllngs\CArmstrong\Deskto..A Bitmap File Graphic 9/3/2008 12 9/3/2008 12:11:29 PM 19.
O C and Set S eskto Bitmap File Graphic L
O BMP_ 123541 41[24].bmp C: \Dcu:umenls and Semngs\D\rmslrong\Desktoﬂ. Bitmap File Graphic 9/3/2008 12 9/3/2008 12:11: 29 P
O BMP. 124281 3[40].bmp C “Documents and Settmgs\CArmslrong\Desklov,, Bitmap File Graphic 3/3/2008 1 9/3/2008 12:11:32 F'M 3,552
O p and S strongiDeskto Bitmap File Graphic 3
O C “Documents and Semngs\CArmslrong\Deskto... Bitmap File Graphic 9/3/2008 12 01:04 PM 8/28/2008 6:36: 34 AM 9/3/2008 12 11:27 PM 3,618
O C:\Documents and Settings\Carmstrong\Deskto... Bitmap File Graphic 8/28/2008 6:36:34 AM  9/3/2008 12:11:27 PM 39
O C:\Documents and Setnngs\l:Armstrong\DesktouA Bitmap File Graphic 3 9/3/200812:11: 28 P 3552
O C:ADocuments and Settings\CArmstrongiDeskto. bmp  Bitmap File Graphic 9/ 2:11:29 P
O MF' 14883798[1 4].bmp C:\Documents and Settmgs\CArmslrong\Desklo.,, bmp  Bitmap File Graphic 9/3/2008 12:11:28 PM 18.
O MP_15028749[43]. bmp C:\Documents and Settmgs\EIArmslrong\Desk!o.v. bmp  Bitmap File Graphic 9/3/2008 12:11:32 PM
O 91200( C:\Documents and Settings\Carmstro eskto. bmp  Bitmap File Graphic 9/ 2:11:30 PM
O @ BMP_1601 5444[33] bmp C:\Documents and 5elllngs\CArmslrong\Deskto..A Bitmap File Graphic 9/3/2008 12:01:04 F'M 3/23/2008 E6:36:34 &AM 9/3/2008 12:11:31 PM
O BMP_16201581[37].bmp C:\Documents and Settings\Carmstrong\Deskto... Bitmap File Graphic 9/3/200812:01:04 PM  8/28/2008 6:36:34 AM  9/3/2008 12:11:31 PM 3421
O BMP, 175502?7[1 3] bmp C:\Documents and Setlings\CArmslrong\Desktov,, Bitmap File Graphic S/3I2DDS 12:01:04 PM  8/28/2008 6:36: 34 AM 3/3/2008 12:11:27 PM 3.421.
O 24 y Bitmap File Graphic 2:11:33 PM
O Bitmap File Graphic 3/3/2008 1 9/3/2008 1211:29 PM 21,
O E ] C cuments and Sett kto. Bitmap File Graphic 2:11:32 PM
O MP_1852104[39].bmp C:\Documents and 5elllngs\CArmslrong\DesktouA Bitmap File Graphic 9/3/2008 12:01:04 F'M 3/23/2008 B:36: 34 AM 9/3/2008 12:11:32 PM
O BMP_18669633[15].bmp C:\Documents and Settings\CArmstrongi\Deskto... Bitmap File Graphic 9/3/2008 12:01:04 PM  8/28/2008 6:36:34 AM  9/3/2008 12:11:28 PM
O tP_18813303[36] bmp C:ADocuments and Settings\Cérmstrong'Deskto... Bitmap File Graphic 9/3/2008 12:01:04 PM  8/28/2008 6:36:34 AM  9/3/2008 12:11:31 PM 3618
O MP_19333185[32].bmp C:\Documents and Settings\CArmstrongiDeskto... Bitmap File Graphic 9/3/2008 12:01:04 PM 8/28/2008 6:36:34 &AM  9/3/2008 12:11:30 PM
O BMP_19333505[32].bmp C:\Documents and Settings\CarmstrongiDeskto... bmp  Bitmap File Graphic 9/3/2008 12:01:04 PM 8/28/2008 6:36:34 &AM  9/3/2008 12:11:30 PM -
<| »

[558 Listed

" |0 Checked Total |

[0 Highlighted
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An example of images and partial images found in RAM

AccessData FTK 1.71 DEMO VERSION -- C:\Documents and Settings \CArmstrong \Desktop\0001\
Fle Edt View Tools Mep

Graphics | Emat | seareh

(7R TSRy

JPEG 19954 @

Ty

JPEG_205551 @

I

S @ JPEG_21524¢@ JIPEG_220481 @

sat @

JPEG_238¢5: @ IPEG_240711@ JIPEG_2475% @

Bankstre come,

+ ] Documents and Settings

¥ P oon 8 0] &)

¥ Lst ot descendants

@A Q| 0| P o [unrreces

] 558 Total Fiagged Rems: 0

:_] m [.:x Columns

| Full Path

... | .Ext | Fie Type

[ Category

ICJDate

| Mod Date

| Acc Date

D BHPEG_16252928(29) pg
O B PEG_16395285(33) ipg

C:\Documents and Settngs\CAsmationg\Deskto
C\Documents and Settngs\CAsmstiong\Desklo,
C\Documants and Settngs\Clsmstiong\Desklo,
C\Documents and Sottings\CAsmstiong\Deskio
C:\Documents and Settings\CAsmstiong\Deskto
C:\Documents and Settngs\Casmatrong\Deskto.
C:\Documents and Settings\Casmstiong\Deskio,
C:\Documents and Settings\CAsmstiong\Desklo
C:\Documents and Settngs\CArmstrong\Deskto.
C\Documerts and Settings\CAzmstiong\Deasklo,

CADocuments and Seltings\CAsmstiong\Deskio..

JPEGAFIF Fio
JPEGAIFIF File
JPEGAIFIF Fie
JPEGAFIF File
JPEGAJFIF File
JPEGAFIF File
JPEGAFIF File
JPEGAIFIF Fio
JPEGAFIF File
JPEGAIFIF Fie
JPEGAFIF Filo
JPEGAFIF Fie
JPEGAIFIF Fibe

Graphc
Graphic
Graphsc
Grophic
Graphic
Graphsc
Graphec
Graphic
Graphse
Graphic
Graphic
Graphic
Graphec

W3/20081201:04 PM
/372008 12.01:04 PM
S/37200812.01:04 PM
/372008 12.01:04 PM
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FTK Demo

Conducting a “Search”

e C(Click on the “"Search” tab

e Enter the search term in the “"Search Term” field
e Click on “Add”

e Click on "View Cumulative Results”

e Results will show up in the right hand panel, and can be
viewed in the lower panel
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Questions?

Questions ?
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