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What is SEARCH?

e Non-profit based in Sacramento, CA

e Funded to offer assistance to law enforcement throughout the
country

T SEARCH

The online resource for justice and public safety decision makers
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What is SEARCH?

www.search.org

e Low-cost (or free) law enforcement training around the U.S.
e Introduction to Computer Crime
e Cell Phone Data Recovery
e Advanced Responders: Search and Seizure of Networks
e Social Networking Website Investigations
e Peer-to-Peer
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What is SEARCH?

e Free technical assistance to federal, tribal, state and local LE

e Other resources
e SEARCH ISP List
e SEARCH Investigative Toolbar
e Whitepapers
e LE conference speakers

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 3




Who We Are

Chris Armstrong
High-Tech Crime Training Specialist
carmstrong@search.org
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Who We Are

Timothy Lott
High-Tech Crime Training Specialist
tim@search.org
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Field Search

e Field Search is a suite of software products developed by the
National Law Enforcement and Corrections Technology Center
(NLECTQ).

e Field Search was designed specifically for use in the field by
non-technical criminal justice personnel to allow them to
quickly and efficiently search a target computer and create a
detailed report of findings.

e Originally designed to assist probation and parole officers in
sex offender management, the Field Search suite is equally
effective in first responder situations or in examining
computers for evidence of other crimes.
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Field Search

e Keep In Mind that Field Search is not a forensically sound tool
o It will change the USB time and date stamps.
e Field Search was designed for quick preview type search.

e Field Search will quickly find evidence such as Internet
histories, images, multimedia files and results from text
searches.

e Creating a report of your findings is easy.
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Field Search

e How to Get Your Copy of Field Search

e Current Versions:
e FS Win, Version 3.0.35: Released May 2009
e FS Mac: Released September 2008

e Field Search is available to public sector criminal justice
agencies only. There is no charge for the software.

e In order to gain access to the various versions of Field Search,
manuals and the training video, please follow this link:

e https://fieldsearch.justnet.org/request.asp
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https://fieldsearch.justnet.org/request.asp

Field Search

e The Windows version of Field Search has been provided to you
on a USB flashdrive.

e Insert the flashdrive to access the Field Search software.
e Double left click on the flashdrive to access the files.

4 Hard Disk Drives (1)

SQ004816V03 (C:)
H T eees——

136 GB free of 224 GB
4 Devices with Removable Storage (2)
4 4 Removable Disk (E:)
=5 DVD RW Drive (D:) = L, ——
=7 W 169 MB free of 240 MB

4 Network Location (1)

My Web Sites on MSN
g File folder
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Field Search

e Field Search executable file.
o Left clicking on the executable file starts Field Search.

Name Date modified Type Size

4 0 SO 1 » el g el Y
help 10/28/2009 4:11 PM File folder
| config 2/25/2011 10:50 AM XML Document 2 KB

*» FSWin 4/8/2
| FSWin.frx 6/6/2008 3:42 PM FRX File 170 K
FSWin 2/25/2011 10:50 AM  Text Document 15K

2 FSWin 6/3/2008 11:31 PM XML Document 1K

FSWin-FAT .frx 5/10/2008 11:14 AM  FRX File 170 K

X
X
o
o2
A
w
e g
O
-}
b
4
N
om

o (o8] co co

(o n)

Sc M1 "NNE AMAA AAl g PR = - i
keyword 2/25/2011 10:06 AM XVIL Document 2 K

CDAA < = 1 < e
D P ~APPI t N exten 8. 004 C

%, libmcl.dll 5/17/2006 11:0
= paths 10/28/2009 5:16 PM XML

% sqlite3.dll 3/6/2009 12:03 AM Application extens... 392 KB

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 10



Field Search

EULA o |

A Fleld Search starts | @ em— e
you will be prompted g e
to Accept their EULA.

This product is freeware and offers no support. To continue you must read

and accept the following conditions: For use by Law Enforcement only.

Field Search Software End-User License Agreement 2

IMPORTANT-READ CAREFULLY: This End-User
License Agreement ("EULA") is a legal agreement between
you (either an individual or a single entity, hereinafter

referred to as “USER”), PM Investigations, Inc. and
KBSolutions Inc (hereinafter referred to as
“DEVELOPERS"), and Colorado Seminary, which owns

and operates the University of Denver and its National Law
Enforcement and Corrections Technology (hereinafter

“DU") for the software product “Field Search,” which may -

\ Accep[ ........ C ance|

.................................
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Field Search

f New scan thread... L&_j
e Searching Configuration Drive..| Optons | Keywwords Search |
e Drives you wish to search Dive [ Description
. VIEAC Hard Disk
® Optlons CI& DA CD-ROM
[CJE=IE: Removable Drive
o Keywo rd S [C1& C:\Photos Local Folder
. . [C163 C:A\Documents and Settings  Local Folder
e Configure the settings then C16 C:ideos - Local Folder
. [163 C:A\Documents and Settings  Local Folder
save as the default options.

e Click “Start Scan” to begin_ Fived Drives |  Unselect Al Henesh |

Single Scan

& Start File Scan [see Options on the next tabs)

" Start R&W Scan to detect URL's /
| Save as default options { Start Scan ! Cancel |
| -

i _—— Y,
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Field Search

[ New scan thread... é\
Drive I Options Keywords Search I
Keywords (one keyword per line): o KeyWO rd S
' e There are options to create

your own keyword list.
e Click on the down arrow to

Login

Password
Infect create your own list.

Delete Schema

Search in files: (one file ext per line, if list is empty - all files)

htm
html
txt
doc
docx

mi»

1

Do not process files larger than [1 MB _v_]

|~ Save as default options Start Scan Cancel

. 13
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Field Search

Searches
e Field Search does a good job with image and video searches.

e It will also provide you with Browser results, Most Recently
Used (MRU) file results and information about what's in the
Recycle Bin.
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Field Search

p
S FieldSearch .v3

=R

File View Zipping Help

= History EJ
efieflo]

Intemet Browsers History

Links
Raw Scan
= File Search

|

Keyword Search
E]
MRU

Recycle Bin

o

Media Files
L]
Image Gallery
= Report !E__]
Basic Information
E]
Final Report
Do b

Drives Selected :
vi@gc

Source: |C\ | Minlmage size |NoFikteing ~| MaxImagesize |NoFiteiing ~| Images/Line: |10 ~

\k\ P
J

i
=l r M

Sy ~ 1 - - B
’

File Name: IC.\glassl»shv3\idk\demch\SwmgSet2\stc\resoutces\:mages\hsl\red. oif

2/23/2011 8:01 AM

Created Modified:  [272372011 8:01 AM Accessed: [2/23/2011 8:01 AM Size: [118

Jobs in progress: 0
Finished jobs: 1
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Image Gallery
Search Results

Click in the
small square
next to the
image to
bookmark the
image for the
Final Report.
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Media File
Search Results

Click on the
arrow to play
the media file.

Click in the
box to
bookmark the
file.

FieldSearch .v3

=

=

File View Zipping Help

=l History E_J Source: |C:A v
F-) @ o File Name _ Size Created Modified _ Accessed
I I : I F adia es_J1bf3856ad36435_6.1.7600.16385_non... =
Intenet Biowssts RISt [ = C:\Windows\winsks\«86_microsoftwindows-wi d les_31bf3856ad36435_6.1.7600.16385_non.. 4MB 6/10/20091:48..  6/10/20031:48..  6/10/2009 1:48 PM
| [T C:\Windows\winsxs\«86_mi ft-window: d les_31bf3856ad364e35_6.1.7600.16385_non.. 3MB 7/13/20033:23.. 6/10/20091:48.. 7/13/2009 3:23 PM
=] [T C:\Windows\winsxs\x86_ ft-wind tmed les_31bf3856ad364e35_6.1.7600.16385_non.. 3MB 7/13/2009 3:23..  6/10/20081:48.. 7/13/2009 3:23PM
Links [T CAWindows\winsxs\x86_microsoft-windows-winsatmediasamples_31bf3856ad364e35_6.1.7600.16385_no.. 9MB 771372009 3:23..  6/10/20081:48.. 7/13/2009 3:23 PM
[T CAWindows\winsxs\x86_microsoft-windows-winsatmediasamples_31bf3856ad364e35_6.1.7600.16385_no. 8MB 721372009 3:23..  6/10/2008 1:48. 7/13/2009 3.23 PM
g [T C:\Wind: vinsxs\x86_microsoft-wind ideosamples_31bf3856ad364e35_6.1.7600.16385_none_{583... 25MB 6/10/20091:41...  6/10/2009 1:41...  £/10/2009 1:41 PM
Raw Scan [T CAWindows\winsxs\x86_microsoft-windows-tabletpc-inputpanel_31b3856ad364e35_6.1.7600.16385_none. 189KB 771372009 12:4 6/10/20081:28..  7/13/200912:43 PM
[T CAWindows\winsxs\x86_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_non. 217KB 771372009124, 6/10/20081:28...  7/13/200912:43 PM
= File Search [T C:\Windows'\winsxs\«86_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_non 219Ke 7/13/2003124.. 6/10/20081:28.. 7/13/2009 12:43 PM
# [T C:\Windows\winsxs\x86_mictosoft windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_none... 192KB 7/13/200312.4..  6/10/20081:28.. 7/13/2009 1243 PM
| AEC [T CAWindows\winsxs\x86_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_non.. 61 KB 713/200912:4... 6/10/20081:28..  7/13/2009 12:43PM
Keyword Search [T C:\Windows\winsxs\«86_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_none... 32KB 7713/200312:4..  6/10/20091:28.. 7/13/2009 12:43PM
[T CA\Windows\winsxs\x85_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_none. 31 KB 7713/200912:4, 6/10/2008 1:28 7/13/2009 1243 PM
= [T C:\Windows\winsxs\«86_microsoft windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7600.16385_none... 87 KB 6/10/20031:28..  6/10/20091:28..  6/10/2009 1:28 PM
MRU [T CAWindows\winsxs\x86_microsoft-windows-t..flickleatningwizard_31bf3856ad364e35_6.1.7600.16385_non 1MB 6/10/2009 1:47. 671072008 1:47 671072008 1:47 PM
[T C:\Windows\winsxs\x86_ ft-windows-0..tyle-resizingpanels_31bf3856ad364e35_6.1.7600.16385_non... 529KB 7/13/20091:03..  6/10/20031:45.. 7/13/2009 1:03 PM
=) [T C:\Windows\winsxs\x86_microsoft-windows-o..tyle-resizingpanels_31bf3856ad364e35_6.1.7600.16385_non... 531 KB 7/13/20091:03.. 671072009 1:45.. 7/13/2009 1:03 PM
, 3 [T CA\Windows\winsxs\x85_microsoft-windows-o. iadisc-style-travel_31bf3856ad364e35_6.1.7600.16385_non...  223KB 7713/20081.03...  6/10/2008 1:45, 7/13/2009 1:03 PM
Recycle Bin e BN A S | ALEER . A AE 1IN ACME e EAVR TAAMGNAAON  AHAMGAN AT A0 107 M X
©
Media Files
Image Gallery
= Report @J
-
Ex
Basic Information
Final Report
Do b B[] || [m] B] zoom [Fitowindow <] Frame1af15
Drives Selected ’
- Jobs in progress: 0
vigc Finished jobs: 1
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Field Search

IE Internet History

Found 17 history files

Internet Explorer, version: 8.0.7600.16385

History File Name - Site - Pages -

| Created

| Modified

I Accessed

B C:\Users\Chris\&ppD ata\Roaming\Microsoft\wWindows\Cookies\Lowhindex. dat

4" C:\Users\Chris\appD ata\Local\Microsoft\Feeds Cache\index.dat

f“ C:\Users\Chris\&ppD ata\Local\MicrosofthInternet E xplorer\DOMStore\index. dat

@ C:\Users\Chris\&ppD ata\Local\Microsoft\wWindows\History\History. IES\MSHist012011013120110207\index. dat
y}" C:\Users\Chris\appD ata\Local\Microsoftywindows\History\History. IE5YMSHist01201102072011021 4\index. dat
@ C:\Users\Chris\appD ata\Local\Microsoftywindows\History\History. IES\MSHist012011021420110221\index. dat
# C:\Users\Chris\appD ata\Local\Microsoft\Windows\History\History. [ES\MSHist012011022220110223\index. dat
@ C:\Users\Chris\appD ata‘Local\Microsoft\\Windows\History\History. [E5\MSHist012011022320110224\index. dat
@ C:\Users\Chris\appD ata\Local\Microsoft\WwWindows\History\History. [E5Y\MSHist0120110224201 10225\ index. dat
&3 C:\Users\Chris\&ppD ata\Local\Microsoft\windows\History\History. [ES\MSHist012011022520110226\index. dat
“ C:A\Users\Chris\&ppD ata‘Local\Microsoft\windows\History\History. |[E Shindex. dat

e" C:\Users\Chris\appD ata\Local\Microsoft\Wwindows\History\Low\History. |[E5S\MSHist01201 0081920100820\ ndex. dat
q‘y C:\Users\Chris\appD atatLocal\Microsoft\Windows\History\Low\History. |[E Shindex. dat

@ C:\Users\Chris\&ppD ata‘\Local\Microsoft\WwWindows\T emporary Intemet Files\Content.IES\index. dat

& C:\Users\Chris\&ppD ata\Local\Microsoft\wWindows\T emporary Internet Files\Low\Content.|ES\index. dat

@ C:\Users\Chris\appD ata\Local\Temp\T emporary Intemet Files\Content.IES\index. dat

B C:\Users\Chris\AppD ata\Roaming\Microsoft\windows\Cookies\index.dat

8/18/20107:31...
8/6/201011:34...
2/4/201112:42...
2/8/2011 7:35 ...
221572011 10:3...
242272011 8:57...
272242011 8:57..
272372011 7:32...
2/24/2011 8:01...
2/25/2011 8:09...
8/6/201011:34...
8/18/2010 7:31...
8/18/20107:31...
8/6/201011:34...
8/19/2010 7:31...
8/31/20109:18...
8/6/201011:34...

2/24/201111:0..
2/24/2011 11:0...
2/4/201112:42...
2/8/2011 7:35 ...
2/15/2011 10:3...
242272011 8:57...
272272011 4:44...
2/23/2011 7.57...
2/24/2011 8:00...
2/25/2011 9:36...
2/25/2011 9:35...
8/18/2010 7:31...
2/24/2011 11:0...
2/25/2011 9:35...
2/24/2011 11:0...
2/13/2011 9:34...
2/25/2011 9:35...
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8/19/2010 7:31 &M
8/6/201011:34 AM
2/4/201112:42 PM
27872011 7:35 AM
2/15/2011 10:35 AM
242272011 8:57 &M
2/22/2011 8:57 AM
272372011 7:32 AM
2/24/2011 8:01 AM
2/25/2011 8:09 &AM
8/6/201011:34 AM
8/19/2010 7:31 AM
8/18/2010 7:31 &M
8/6/201011:34 AM
8/19/2010 7:31 AM
8/31/2010 9:18 AM
8/6/201011:34 AM

17



Field Search

' h'
Export To Excel li_:hj

Expglrt pee— Ok Field Search gives you the
dnternet Explorer Histor HH

DRI Gancel ability to export your
search results to Excel.

<l

Netscape & Firefox History
Opera History

Keyword Search Results

< <1 < «

Raw Scan Results
Links Search Result
MRLU Search Result

<l

< «

Media Search Result

<l

Images Search Result

E=port History Options
¢ Exportall URL's

" Export Hosts Only

[ Export Dates As String

| Dpen Excel after Exporting

O R

-
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Field Search

e The Field Search Final Report is a collection
of items bookmarked by the Investigator.

e The Final Report is generated automatically

by Field Search when you click on the Final
Report Link button.
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=] History E]

aon

Internet Browsers History

Links

=

Raw Scan

=] File Search

|

Keyword Search

MRU (9]

Recycle Bin

o|

Media Files [5)

B

Image Gallery (1 2]

=] Report &)

Basic:lnformati/

Final Report

Db &
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Field Search

Productid:

Owner: Microsoft, Organization: Microsoft

Operating System: Windows 7 Professional 6.1 7600
Windows Installed Date: 1/1/1970 12:00 AM
Time Zone (Standard Time Setting): @tzres.dll,-212

Computer User's Name: Chris
Examiner's Name: Chris Armstrong

Computer: Toshiba Tecra -

Location:

Field Search

7311 Greenhaven Dr. # 145
Sacramento, CA 95831

Comments:

Found Images

= File Name Created Accessed
F I n a I Re p O rt #1 [C:\Program Files (x86)\Shareaza\Data\Splash.png 10/6/2010 6:46 AM | 10/7/2010 6:51 AM
#2 [C:\Program Files (x86)\Shareaza\Data\Splash2.png 10 6:46 AM | 10/7/2010 6:51 AM
#3 |C:\Program Files (x86)\Shareaza\Skins\BlueStreak\BlueStreak.bmp 10/6/2010 6:46 AM | 10/7/2010 6:51 AM
#4 [C:\Program Files (x86)\Shareaza\Skins\ShareazaOS\sos_main.bmp 10/6/2010 6:46 AM | 10/7/2010 6:51 AM
#5 |C:\Program Files (x86)\Shareaza\Skins\ShareazaOS\sos_main_2.bmp 10/6/2010 6:46 AM | 10/7/2010 6:51 AM
#6 [C:\Program Files (x86)\Shareaza\Skins\ShareazaOS\sos_main_old.bmp 10/6/2010 6:46 AM | 10/7/2010 6:51 AM
#7 |C:\Program Files (x86)\Yahoo! \Messenger \Media\FriendIcon\balloon.png 1/4/2010 8:53 AM 1/4/2010 8:53 AM
#8 |C:\Program Files (x86)\Yahoo! \Messenger \Media\FriendIcon\dog.png 1/4/2010 8:53 AM 1/4/2010 8:53 AM
#9 |C:\Program Files (x86)\Yahoo! \Messenger \Media\FriendIcon\golf.png 2010 8:53 AM 1/4/2010 8:53 AM
#10 |C:\Program Files (x86)\Yahoo!\Messenger\Media\FriendIcon\snowman.png 2010 8:53 AM 1/4/2010 8:53 AM
#11 |C:\Program Files (x86)\Yahoo! \Messenger \Media\FriendIcon\soccer.png 2010 8:53 AM 1/4/2010 8:53 AM
#12 |C:\Program Files (x86)\Yahoo! \Messenger \Profiles\ca8920\My Icons\ypt38A8.png 1/4/2010 8:56 AM 1/4/2010 8:56 AM
Thumbnails

Media Files

File Name

Created

Accessed

C: \Windows\winsxs\amd64_microsoft-windows-videosamples_31bf3856ad364e35_6.1.7600.1

6/10/2009 1:01 PM

C: \Windows\winsxs\amd64_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7 | 7/13/2009 12:3% PM
C: \Windows\winsxs\amd64_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7 | 7/13/2009 12:3% PM
C: \Windows\winsxs\amd64_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7 | 7/13/2009 12:38 PM

C: \Windows \winsxs\amd64_microsoft-windows-tabletpc-inputpanel_31bf3856ad364e35_6.1.7 | 6/10/2009 12:47 PM

6/10/2009 1:01 PM
7/13/2009 12:39 PM
7/13/2009 12:39 PM
7/13/2009 12:39 PM
6/10/2009 12:47 PM
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Field Search

e To save your report click on the disk icon to the upper left of
the report. The report saves in an .rtf format which can be
opened with any text editor.

e To print your report click on the printer icon.

o BED 9 Report:  |FSWin _:J

Page 10of 1
Created Monday, February 28, 2011 at 2:05 PM
Computer Exam Report Computer: WIN-4PP1AH1B2E1 - User: Chris
Computer User's Name: Chris Productld:

Examiner's Name: Chris Armstrong Owner: Microsoft, Organization: Microsoft
Operating System: Windows 7 Professional 6.1 7600
Computer: Toshiba Tecra - Windows Installed Date: 1/1/1970 12:00 AM

. S, L— Time Zone (Standard Time Setting): @tzres.dll,-212
ocation: reenhaven Dr. 5

Sacramento, CA 95831
Comments:
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Questions ?
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